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Chapter 1 - Introduction

1 Introduction
Quality and quantity of information-based services provided to our modern society has been steadily increasing
during last thirty years (web, e-mail, e-commerce, social networking, e-banking, e-health, web-based entertainment,
SCADA systems etc). In order to improve their performance and to enhance their reliability, the infrastructures
have been endowed with increasingly complex connection networks and computerized systems, thus allowing
their governance optimization and reducing the humans allocated to that purpose. Several of such infrastructures
have been regarded as critical since they provide vital services to any modern technological society.
During last decade, the political institutions of modern societies have received continuous solicitations from
people to enhance the level of security in the everyday life with a special emphasis on Critical Infrastructure
(CI). As a result of such an enhanced sensitivity, the European Community (EC) emanated its celebrated
directive for protection of European Critical Infrastructures [1]. The directive is confined to the Transports and
Energy sectors, while representing a declaration of intents for any other vital infrastructure. The ICT sector
plays a crucial role in several respects. It pervades any complex activity of modern societies based on
communications and it represents a fundamental part for the governance of any complex infrastructure. For
these reasons, the EC by means of different institutions, among which is worth mentioning the ENISA1, has
provided several communications devoted to possible future ruling of the ICT sector. The Motia project is
framed in the activities of the Directorate General “Home Affairs” of the European Commission, in particular
in the program for “Critical Infrastructure Protection” (CIP) and precisely in the CIIP (Critical Information
Infrastructure Protection) program. In this contest, during the last decade, a lot of efforts have been devoted to
provide evidence of dependencies among the main (critical) infrastructures and to discuss their mutual
dependencies. Dependencies have been outlined and classified according to several different perspectives [2].
Nevertheless, not so many efforts have been devoted to quantify such dependencies, that is to provide
meaningful indices to measure the intensities of Critical Infrastructure (CI) mutual dependencies. The Motia
project has the ambition to define a methodology for modelling interdependencies and providing quantitative
estimates of them within the Information and Communication Technology (ICT) sector standalone. Hereafter
those quantitative estimates will be referred to as “metrics” even though from a strict mathematical point of
view the term “measure” should have been preferred. Unfortunately in the CI jargon (as well as in the risk
analysis) “measure” refers to the counter-measures taken by the managers upon undesired event occurrence or
under dwelling situations, in order to mitigate negative impacts.
Information and Communication Technology represents a broad term employed to refer to all technical
means used to handle information and allow communication. In the present report and basically in the entire
Motia project focus will be on communication, meant as all the means employed to convey information
throughout different application and protocols (mostly the TCP-IP protocol Suite).
Several modern services (if not all of them) directly or indirectly rely on network communications. As a
general rule, the entities providing the services to people have an absolutely insufficient level of awareness of
their dependence on physical infrastructures, on providers and especially on core Internet services such as the
Domain Name Service (DNS) or the Peering services. This principle applies (with different degrees of
awareness) to the vast majority of services deployed on the internet, from very simple ones, such as Flight or
Hotel reservation, to very complex ones such as google or the Italian “Sistema Pubblico di Connettività”
(Service for Public Connectivity -SPC hereafter) that joins (or at least it is supposed to join) all services provided
by the Italian Public Administration2. The SPC was the original test case of the Motia project. Due to unilateral
withdrawal by the partner DigitPA (that governs the infrastructure) the project activity has been limited to the
modelling of such complex infrastructure; a specific report is available at the project Website3.

1 http://www.enisa.europa.eu/
2 http://www.digitpa.gov.it/spc/siti-web-servizi-line
3 http://www.motia.eu
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Several End Users, Commercial Application Service Providers and possibly even some Internet Service
Providers (ISP) thrust the Internet (human, physical and logical) infrastructure and its best effort services without
a complete awareness of its vulnerabilities and especially those related to the interdependence. The Motia
project represents an attempt to assess a methodology to enhance this awareness by approaching the problem
of dependence (or interdependence). Following the proposed methodology, in principle, any end user (consumer,
enterprise, service provider or CI owner) may quantify its dependence on physical infrastructure, logical internet
organization, basic Internet services and any other physical of legal entity.
One of main concerns of the project consortium has been kept in strict contact with the actual end users of
the ICT. The end users of the ICT services span from large business companies (such as Facebook, Amazon,
Google or other massive users of the internet); to communitarian or national institutions; to Small Medium
Enterprises (SME); to common people employing the internet for a huge number of different purposes: from the
e-commerce to the social network. We have tried to test the possible exploitation of the project and its impact
basically from the public or private company point of view. To this purpose, all along the project, we have
performed a “qualitative research” to assess the project and understand the end users’ perspectives and needs.
The dissemination activity has started since the beginning of the project in different forms. A web site has
been realized by means of open source products (“drupal 6”) that allowed internal data sharing among
consortium partners, project advertizement and outcome dissemination. The Motia Consortium registered the
domain name www.motia.eu and all project outcomes (deliverables, published documents, final conference
documentation) are kept available at the project web site.
The structure of the present report partly follows the schema of the project activities. After a general
discussion on the methodology for inter-dependence assessment, the forthcoming chapters reflect the different
project activities: the identification of Boundaries and relation among infrastructure; the topological analysis
of the internet; the analysis of the interdependence at application (service) level; the metric definitions and the
dissemination and exploitation activities.

1.1 A very old Problem
Since the advent of the ancient organized human communities, one of the most important problem has been
the capability to communicate among members of the same group: tribù, village or even states. Therefore, one
may say that the developing of the ICT has accompanied the general development of human communities. One
of the oldest known cases of CIIP (Critical Information Infrastructure Protection) is represented by the internal
organization of the Persian Kingdom by Cyrus the Great (VI-th century b.c.): at that time the information
(basically commands and war news) was delivered through knights and the main way (from Ninive to Susa)
was physically defended by the Persian army, to ensure a secure information transmission. The former represents
an example of Physical Protection of a Critical Infrastructure. Nowadays, a lot of information continue to be
delivered by mail and we protect that infrastructure by specific “postal police” forces, but the majority of
information is conveyed by modern means: basically packets traveling on optical fibers according to ip
protocols. Moreover the infrastructure has become more and more capillary so that a physical defense of the
whole infrastructure is too much expensive to be enforced. As for the Persian kingdom, only critical information
exchanges can be protected. Therefore the main concern related to the ICT is the effectiveness of information
delivering (or processing). In other words, our main concern is to ensure the information to arrive at destination.
Another very important point, that again was born with the embryo human society, is the confidentiality.
Sealing wax and rings represent the most common means employed to prevent third parts to access the
information and to grant the origin of the sender. Again these represent physical means to provide confidentiality.
Beside those, there have always been cryptographic techniques such as the Greek Licurgo’s rod (bending a
strip around a rod of given thickness) or the Hebrew hashbah (in which the order of the alphabetic letters was
8
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diverted). Nowadays we perform more sophisticated (and more widespread) encryptions, but the basic idea is
always the same: even if the information is made available to unauthorized people, it must be useless.
Another enlightening example comes from Julius Caesar that used a net of stations to deliver information
by optical devices. In fact by means of fires in the night and mirrors in the day he was able to receive and send
information from Gallia to Rome in minutes. He also employed shift cryptography to prevent against enemy
intercept. Only basic information were delivered (typically commands for army deployment and attack strategy),
but they arrived at destination in a very short time; moreover the cost of delivering was significantly lower than
sending a messenger by horse riding. Evidently by that means, the authenticity of the sender was not granted.
Actually beside effectiveness of transmission and confidentiality, the other two main problems relate to
promptness and inexpensiveness of data transmission.
As we can see, the problems are always the same, while the technological solutions are changing very fast.
When exchanging information our goal would be to ensure the transmission from a certified sender to a certified
receiver and only to it in a short time and with low costs. Our modern infrastructures are devised to perform
such a formidable task.
Apart from the physical and technological means, a very important difference between modern and ancient
infrastructures is their complexity and their interdependence. The user of the modern infrastructures is not the
owner of them and in many cases to perform any desired activity the cooperation of several different
infrastructures is required. As a very simple example one may think at an international financial transaction in
Europe. In order to be performed there will be a large number of entities to interact cooperatively. The computer
in the bank asking for the operation must work correctly (no virus, no malfunctioning and a competent operator
are required); the ISP providing the connection to the bank must be operable and connected to the rest of the
world; an Exchange Point must provide the pairing with the ISP of the destination bank (or a private pairing
should be in force); the computer in the destination bank must be also operable. This is, in principle the minimal
set of entities that need to cooperate. However, due to European and National laws, all international operations
must pass through the involved National Banks where a copy of the transaction is stored. Moreover a redundant
back up of all information must be provided by two of the three main European National banks (from Germany,
France and Italy). This further requirement involves all ISP’s of the national banks and possibly others. As can
be seen, a lot of different entities must work efficiently and coherently.

1.2 Main outcomes and recommendations
The main outcome of the project is represented by the definition of a framework and a methodology to
perform the analysis of interdependence and especially quantitative estimates of them. The most common
infrastructures have been perimetered and analysed at three different levels: physical (and data-link) level, IP
level and application level. The best practices have been discussed and employed to perform the interdependence
analysis at all three levels. A general methodology to define metrics has been assessed and some specific metrics
have been introduced and applied to significant test cases.
An exploitation activity has been performed throughout the whole project by means of a qualitative research
method based on end users interviews and subsequent contacts. This activity also influenced the project concept
assessment.
Beside that, the necessary integration of knowledge and visions on the problem resulted into a cross
contamination of the project partners. The Motia consortium, in fact, consists of both academic or research
institutions (ENEA, CNR and CASPUR) and Experts of the applied field: Telecom Italia, the four main Italian
IXP’s (MIX-IT, NAMEX, TIX, and TOP-IX); the DigitPA that is the Italian agency for the coherent
computerization of the whole Italian Public Administration and the CNAIPIC Postal and Communication Police
Service.
9
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As a result of the former activities, the Motia project came up with useful recommendation that synthetically
express the lesson we have learned from the interdependence analysis of the ICT sector. The basic
recommendation we want to forward to Public Administrations, End Users, ISP, National and Communitarian
Institutions is to devote efforts to improve the awareness of interdependence. This preliminary step is essential
to foster the cooperation among different entities, that will ultimately lead to shared contingency plans and
other forms of synergic activities. More specific recommendations are reported in Chapter 8.

1.3 Report outline
The present report partly follows the scheme of the project itself. The first two chapters introduce the problem
of dependence, the scope of the project, the methodology introduced and some technical definition to frame
the problem on mathematical ground. The forthcoming chapters reflect the different project activities.
Chapter 3 describes the results of Activity I and is devoted to the identification of Boundaries and relation
among infrastructures and their components at Data link, IP and Application level.
Chapter 4 describes the results of Activity II. It provides models and methodologies to represent and analyze
the networks identified in the previous chapter, in the specific for data link and IP level networks.
Chapter 5 reports the analysis of the ICT systems at application level, that is the purpose of Activity III. In
this chapter a methodology to discover and to quantify dependencies is proposed.
Chapter 6 describes some specific metrics and test cases (Activity V of the project).
Chapter 7 reports on Exploitation and Disemination activities.
Chapter 8 shortly summarizes the main results achieved by the project and presents a set of recommendations
resulting from the project activity and the suggestions from significant end users as risen from the exploitation
activity.
The report is also endowed with a glossary of the main employed terms and a list of useful references.
All the activities performed in the project have been discussed in their own reports that are available at the
Motia website www.Motia.eu. The site will be maintained beyond the project end to advertize publishing of
submitted papers, further inherent publications and initiatives on the subject.
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2 The Motia Methodology
As already mentioned the goal of the motia project is not to provide specific measurements on real systems,
but to assess a framework to handle and measure interdependence.
The methodology we have defined consists of a sequence of steps that may be performed by any entity
(public institutions, private companies, enterprises, etc) to investigate its own dependence on other entities in
the ICT sector. More precisely, any activity performed by any entity can be analyzed by the Motia methodology.
The first step consists in defining the activity one wants to analyze. This implies to define the scopes of the
activity and to perimeter the infrastructure devoted to the purpose. This implies a recognition of the physical
devices and the humans devoted to the activity as well as possible external entities involved. This also allows
to list all entities the activity may depend on. This first list allows for the definition of a “Graph of dependence”,
that is a graph where each entity or component is represented by a node and each direct dependence is
represented by a link.
The second step consists in providing a conceptualization of the activity. This may be accomplished by
means of the Unified Model Language of by other high level languages. The former represents a preliminary
step to any further (automated) analysis of the system.
The third step consists in the introduction of quantitative indices to measure the performance of the activity
(performance indices). Those indices may be regarded as objective functions and employed to optimize
performances. They depend on the perspective of the analyser, in fact different performance indices must be
introduced to measure the different characteristics of effectiveness, confidentiality, data integrity, promptness
and cost. Through the performance indices one may measure the Quality of Service (QoS) that is one of more
functions measuring to what extent the activity is fulfilled.
The forth step consists in perturbing the system to understand the impact of the disturbance of a component
or a part of the system on the QoS. The relative variation of the QoS provides a metric for the dependence. As
an example suppose our activity consists into delivering to a group of users a series of messages (say directives
from the top management of an enterprise). If we focus on effectiveness only, a possible performance index
maybe the number of users reached by the messages. Then a natural QoS will be the percentage of user reached
by the directives. To evaluate the dependence of the service (directive delivering) on a component, a server for
instance, we have to calculate how much the QoS changes upon that component disruption. If the message will
be lost, the QoS will be zero and the activity will be said to be totally dependent on the server, whereas if an
alternative server is available and all the messages will arrive anyway there will be no dependence on the server.
If only a percentage (x) of the users will not receive the messages the dependence on the server will be 1-x.
This is a simple example, more sophisticated indices can be introduced (and will be dealt with later) but the
basic idea holds.
The final step consists in the expert validation of the dependence indices. Experts will have to express their
judgement on several points: the usability of the indices, their applicability and their significance. The usability
refers to how difficult is to understand and to apply the index to the real cases. The applicability refers to how
easy is to extract the required information and measurements from the real systems. The significance refers to
the capability of an index to measure quantities directly related to specific operative characteristics of the
system. This final step is the most qualitative, yet of extreme importance to justify the introduction of any
dependence index, performance index or QoS.
It is worth stressing that, despite the sequential presentation of the different steps required to enforce the
methodology, the actual processes required to implement it do not form a linear flowchart as almost any of the
different steps provides feedbacks to the others. The most important feedback comes from the expert evaluation
as even the most complex dependence index is ineffectual if experts are not able to apply it promptly and easily.
In principle the previous methodology can be applied to (almost) any ICT system at any abstraction level.
At the beginning of the project, the Motia consortium has decided to focus on communication technologies
13
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based on internet. The other ICT means: broadcast networks, radio communications, postal services have been
dealt with only in the first activity for the sake of generality and in the exploitation Activity. With all necessary
changes, the methodology we suggest can be applied to all ICT activities.
In order to further clarify the concepts and to provide examples of quantitative metrics, a further
formalization will be presented in the next chapter.

2.1 General definitions
Infrastructure is a very recurrent term employed to refer to a set of physical, logical and possibly human
components devised to provide a service. ICT infrastructures are the complex artificial systems devoted to
elaborate, store and exchange information.
One may classify the different components of an ICT infrastructure as human and physical, according to
the nature of involved entities. When an operator or a decision maker’s action is performed, one refers to
“human component”; whereas when a physical device is involved one refers to “physical component”. The
latter in the cyber terminology are usually classified as “hardware” and “software” components; therefore an
ICT infrastructure can be said to consist of hardware, software and human-ware. Depending on the abstraction
modeling of the infrastructure, the logical components may be (and usually are) hybrids, that is they consist of
a mix of humans, hardware and software. It is evident that the classification tends to smooth as human-ware
may be replaced by automated devices (as artificial intelligence makes progresses), while physical components
are still implemented by people in postal services such as the ordinary mail delivering or carriers.
As a typical example one may refer to a main-frame: a powerful computational platform serving several
users. The users access the system through the physical connection (console or network interface) and according
to communication protocols and the operative system. Therefore, normal functioning is ensured also without
human continuous intervention. Nevertheless, the human activity is necessary for several purposes: for defining
and balancing the resource allocation (the queuing system and the classes for the runnable jobs); for periodic
and extraordinary maintenance and to take measures in case of any unforeseen event: intrusions, energy outage,
fire hazards etc. The component “mainframe” is evidently a hybrid one. In practice all the macroscopic
components in the ICT infrastructures are hybrids, while when analysing the system at higher detail (granularity)
pure components may arise.
Since 2003 with the growing complexity of computing systems and networks, the trend is to reduce the
human intervention in management operations. Systems not requiring human intervention are commonly known
as autonomic [45][46]. An autonomic system makes decisions on its own, using high-level policies; it will
constantly check and optimize its status and automatically adapt itself to changing conditions. As widely
reported in literature, an autonomic computing framework might be seen composed by autonomic components
(AC) interacting with each other. An AC can be modeled in terms of two main control loops (local and global)
with sensors (for self-monitoring), effectors (for self-adjustment), knowledge and planner/adapter for exploiting
policies based on self-and environment awareness. Autonomic systems, of course reduce dependencies on
human beings but increase internal system dependencies and the dependencies of the systems on external data
and systems.
To further provide usable definitions we will refer to an infrastructure as a set of components C and its
structural organization S:
def

I = (C,S)

(1)

It is worth stressing that the former definition is not generally accepted as many authors refer to the
infrastructure as the mere set of physical means and humans regardless of its organization.
14
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Dependence is a wide term indicating the need of an entity (an infrastructure, a component or a more
complex system) of some other entity to perform its functioning. The former general definition may be
implemented in many different respects.
In this context is also important to distinguish between Inter-domain and Intra-domain dependencies. The
formers are the dependencies among components belonging to different layers of the Internet protocol stack
(e.g. the dependency of a Web broker on the UDDI or DNS infrastructure) while the Intra-domain dependencies
are those among application/services belonging to the same application domain (e.g. the relationship of a local
DNS server and a DNS ROOT server or the relationship of a web broker on a remote web services).
Both inter-and intra-domain dependencies can be classified as: Intra-system and Inter-system. Intrasystem, if the dependencies are caused by an interaction of application/service components belonging to the
same logical system (e.g. the inter-domain dependency of a browser on the DNS resolver is inter-system, and
the inter-domain domain dependency of a web services on an LDAP server). Inter-system, if the dependencies
are caused by an interaction of application/service components belonging to different logical systems ( e.g. the
intra-domain dependency of a web broker on a remote web service, or the intra-domain dependency of a web
server/web client on a web cache server).
During last decades a lot of definitions have been introduced to measure different characteristics of the
mutual relation among different systems or components. Those definitions mostly relate to the risk analysis
theory and to “dependability” [3]. As already mentioned the project will not cover the risk analysis.
In the following the term activity will refer to a set of actions to be performed to fulfill a purpose. A service
will be a set of homogeneous potential activities, in our case deployed on an ICT infrastructure. In the present
context the term dependence will be mainly inflected according to the following senses:
Dependence of an activity on a service; dependence of a service on another service; dependence of a service
on an infrastructure or a component; dependence of a service on an enterprise (or other or a human organization).
Through the dependencies of the basic actions, one may also introduce the dependence of an enterprise on
another enterprise (such as an asset owner), or a service, or an infrastructure o a component.
As above defined, an infrastructure consists of a set of components and the simplest question to ask is what
happens if one or more components are lost or damaged. To define the status of each component, in many case
it is sufficient to mark it as “operable” or “inoperable”, that is to provide a binary (dichotomous or boolean)
variable. A more accurate description of the components status may require to provide different discrete values
of even continuous variable values. As a typical example, to describe a buffer of memory one may state whether
it is saturated or not; but a better description is given by the percentage of use or by the residual memory
available. In other words when perturbing the system one may also continuously change state variables, rather
than completely disable a component. Therefore dependence may be on continuous infrastructural parameter
as well as on (discrete) components. Also the service performance can be described by a single dichotomous
variable (“operable” or “not operable”), but it may be better described by suitable quantitative performance
indices.
Another possible classification relates to the type of dependence involved. In this respect, one may classify
the dependencies (in the ICT sector) as human and physical, according to the involved component. When an
operator or decision maker action is involved, one refers to “human dependence”; whereas when a physical
device is involved one refers to “physical dependence”. As for components, in the cyber terminology, the latter
is usually divided into “hardware” and “software” dependence. All dependencies can be framed in the former
three groups. Similarly to the components, the dependence is very often a hybrid one. Generally speaking [2]
also the concept of logical dependence is introduced referring to the fact that a service (or a system) depends
on some entity due to the way the service is designed or deployed. When changing the method by which a
system is deployed (that is its logical organization) all human, hardware and software architecture change.
Consistently with our definition of infrastructure, we will include this characteristic in the service definition
and therefore two services providing the same goods, by means of the same components, but with different
15
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architectures will be considered different. If one defines a service based on what is provides only, the logical
dependence must be introduced and any other dependence is a consequence of the logical dependence.
There are also other forms of dependence, not strictly related to a single component or to a group of them.
For example the time a piece of information requires for being moved from a source to a destination, does not
only depend on the structure of the infrastructure and its human operators (that is on the system itself), but also
on other users simultaneous requests. In this sense one has to introduce a dependence also on users and not
only on the personnel of the infrastructure. To include such type of dependencies one has to regard any user as
a component of the system. The way the system is deployed will allow to quantify the dependence on such
further components. As an example, one may think at a simple service that deploys some information to the
public (say a railway timetable). If several users try to access the resource (the timetable file) simultaneously,
all of them will experience a delay (with a stochastic distribution), thus reducing the quality of service. If a
synchronized set of humans decide to ask for the same documents they may deplete the service. Therefore
dependence may also be on the total load of the system.
The former observation has lead to one of the most dangerous types of cyber attack to service deployed on
the net, namely the Distributed Deny Of Service (DDOS). The idea is to introduce a huge amount of spurious
requests of the same resource to cause a deny of service for the real ones. In order to be effective the attack
must come from a distributed set of (infected) computers on the network that is a “botnet”. In other words, the
performance of a system (especially when deployed in the internet) does not only depend on the quality of its
components and on its internal organization, but also on the environment it works in.
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3 Relationship among ICT network and systems
Multiple ICT networks have been developed since the birth of the era of networking, but only one of them
has massively affected the way of communicating: the Internet. It is at once a world-wide broadcasting
capability, a mechanism for information dissemination, and a medium for collaboration and interaction between
individuals and their computers without regard for geographic location. It also represents one of the most
successful examples of the benefits of sustained investment and commitment to research and development of
information infrastructure. Driven by vast commercial success, it has experienced sustained growth for the past
decade. The growth has been reported by various measures, including in terms of gross traffic volume, web
server population, the number of domain names, the percentage of households with Internet access, the size of
individual ISP networks, and so forth. According to the latest statistics, Internet traffic has doubled every year,
and the number of web servers registered a double-digit increase over the past six months between Aug. 2003
and Feb. 2004. More recently, the exponential growth is further spurred by emerging new applications such as
peer-to-peer sharing networks or voice-over-IP applications. For all these reasons, we will focus our attention
mainly on the Internet architecture in this section.

3.1 Overview of the Internet architecture
The Internet’s architecture is described in its name, a short form of the compound word “inter-networking”.
This architecture is based in the very specification of the standard TCP/IP protocol, designed to connect any
two networks which may be very different in hardware, software, and technical design. Once two networks
are interconnected, communication with TCP/IP is enabled end-to-end, so that any node on the Internet has
the ability to communicate with any other, no matter where they are. The openness of this design has enabled
the Internet architecture to grow at global scale. In practice, the Internet technical architecture looks a bit like
a multi-dimensional river system, with small tributaries feeding medium-sized streams feeding large rivers.
For example, an individual’s access to the Internet is often from home by an ADSL modem to a local Internet
service provider who connects to a regional network connected to a national network. In general, small local
Internet service providers connect to medium-sized regional networks which connect to large national
networks, which then connect to very large bandwidth networks on the Internet backbone. Most Internet
service providers have several redundant network cross-connections to other providers in order to ensure
continuous availability.
The Internet architecture is made up of five layers that work together. Each communication packet goes up
the hierarchy of Internet networks as far as necessary
to get to its destination network where local routing
takes over to deliver it to the receiver. These five
layers are, from high to low:
• The Application Layer
• The Transport Layer
• The Network Layer
• The Link Layer
• The Physical Layer
In such an architecture, each layer relies on the
layer below for the actual transmission of data,
Figure 1: Internet architecture model
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adding or providing specific functionality for its own intended purpose. The link layer relies on a network cable
over which Ethernet packets can be sent. The network layer uses these Ethernet packets to transport IP packets,
and adds the ability to route the packets across networks. The transport layer relies on IP packets to create and
establish the TCP connection, or to transport UDP packets. TCP adds reliability by keeping track of the data
sent in the IP packets and retransmitting them if they are lost. And finally applications use TCP or UDP
connections to exchange the data
that makes up the application
protocol: logging in to servers,
requesting and transmitting Web
pages, delivering e-mail, and so on.
The inter-dependencies among
the layers of the Internet
architecture are quite easy to spot.
Each layer depends on the service of
the layer underneath, thus a study on
the critical points of the Internet
system
acquires
a
strong
importance. To better understanding
interdependencies it is useful to
focus on the simple communication
Figure 2: Web page download
example presented in Figure 2.
This example outlines the devices involved in such communication and the protocols governing the overall
communication process. On the right side and on the left side we have the end–to-end systems. In these computers
we have application and transport layer protocols. IP protocol in this computers has a minor role as it manages
only the identification of the next hop. IP protocol is of key importance in the two router of the example as it
decides the path from source to destination. The blue lines, indicating the links between the devices, indicate a
data-link technology. Data link technologies include both data link protocol and the physical layer transmission
infrastructure. As indicated in Figure
2 there is a huge variety of data-link
technologies and these systems are
distributed ones whose structure and
components may play a very
important role.
This is the reason why we
partitioned the overall interdependencies assessment problem
in three (not independent) sub
problems each addressing a
distributed complex system (see
Figure 3): Data-link technology, IP
routing technology, application
layer technology.
The structure of these systems is
discussed in the next three sections.
Figure 3: Project partitioning methodology
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3.2 Physical and data link layer
Physical and data link layers are the lowest of the OSI structure and represent the protocol layers that
respond to service request from the IP layer and permit to transfer data physically between network entities.
There is a plethora of technologies that can be used to transmit data, each of them describes with peculiar
characteristics. In a service operator perspective, we can identify a set of locations (POPs, Points of Presence)
housing active network equipment, connected through a set of fiber cables, as the most important connectivity
centers at this layer.
The basic topology of a physical network infrastructure is then a connected graph where POPs are nodes
and fiber links are edges of variable capacity. A restricted set of nodes, connected by high capacity links,
constitutes the backbone of the infrastructure, that is the core distribution path, while peripheral nodes are
distributed around a backbone to bring connectivity to local customers.
The physical infrastructure defines a basic mesh among locations, with a specification of maximum capacity
between nodes and provision of redundant or alternative paths. This basic topology can be greatly enriched by
adding additional logical layers on top of it. The introduction of a Layer 1 transport technology over the Layer
0 physical infrastructure, enables the operator to define a logical topology that may differ from the physical
one, by identifying logical channels, corresponding to single traffic flows, that may be aggregated or
disaggregated on physical links by means of multiplexing/ demultiplexing techniques.
A common transport technology is SDH
(Synchronous Digital Hierarchy), a digital
transmission protocol that can be used both on
copper (electrical) and fiber (optical) links.
SDH defines a hierarchy of data frames, or
transmission units, that can be used to carry
custom data. Low rate data frames can be
aggregated into higher rate data frames: a
typical SDH network is made of edge nodes,
called CPE, that acts as access points where
custom signals are framed into a proper SDH
container and then inserted into the SDH
network, and core nodes (ADM, add-drop
multiplexer) that provide transport over longFigure 4: SHD topology
distance links.
A typical SDH network exhibits a ring topology, ensuring redundancy and fault tolerance: outer rings provide
low capacity transport to local CPEs, while inner rings provide multiplexing/demultiplexing and aggregation
of frames for transport over the backbone. The ability to define logical, separated, channels by means of data
frames enables the operator to setup dedicated point-to-point connection services between two peripheral nodes,
exploiting in full the overall capacity provided by the underlying physical infrastructure.
While SDH is a widely adopted technology in hybrid copper/fiber infrastructures, and it strongly relies on
manipulation of signals in the electronic domain, the emergence of next-generation, full optical networks, required
the introduction of new technologies providing the same kind of flexibility without the burden of continuous
electrical/optical conversion, this gave rise to a new standard called OTH (Optical Transport Hierarchy).
After a proper transport topology has been defined over the physical infrastructure, an additional layer is
added with the introduction of Layer2/Layer3 services, in particular, while Layer 2 (Ethernet) services take
care of point-to-point and point-to-multipoint links between devices, a Layer 3 (IP) infrastructure defines a
brand new topology that will probably differ both from the physical and the transport ones.
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Figure 5: Layered network architecture

Thus, the overall picture (see Figure 5) shows a next-generation layered network architecture, with different
topologies at different levels of implementation:
• An optical transport network (OTH) is deployed on top of the physical layer
• An additional SDH topology can be implemented on top of OTH, in order to provide interoperability with
legacy networks
• An IP topology is planned over the SDH infrastructure or, alternatively, directly over the OTH topology.
Layering adds flexibility in the design of complex networks but, at the same time, it introduces
interdependencies between different layers and makes more difficult the identification of boundaries between
operators and their respective networks. This is because operators can provide connectivity services at one or
more layers of the network; while large-scale operators and carriers are generally owners of their physical
infrastructure, there are several operators that build up their own infrastructure relying on services provided by
others. More in general, a basic categorization can be summarized as follows:
• Operators owning their physical infrastructure and providing services on top of it - It is the common
case for an incumbent national operator in its respective homeland, where it has deployed a physical
infrastructure by laying down fiber cables across a geographic area, setting up locations where network
devices are housed and taking care of the overall management of the infrastructure.
• Operators buying or hiring physical infrastructures from larger ones and providing services on top
of them - Many operators cannot afford the investments related to the development of a completely-owned
infrastructure, so they may decide to rely on third parties infrastructures to deploy their network services.
By hiring chunks of network links (the so called “dark fibers”) to connect different locations, they build
up a basic infrastructure, upon which logical services and topologies can then be implemented according
to the techniques we have seen before.
• Operators running services based on lower layer services provided by third parties (one of the
previous two cathegories) - Usually operators dealing exclusively with Layer 3 (IP) services that discard
all issues regarding transport; this may be typical of an international carrier that provides IP transit in
several nations, no own infrastructure is deployed in any country but, conversely, Layer 2 services are
bought from third parties in order to connect IP POPs in different locations.
These disparate scenarios underline several issues in the analysis of interdependencies in ICT networks:
• A clear separation between operators’ respective networks is not always easy to identify. Boundaries
between networks can be traced on a single layer but not when taking into account multiple overlapping
layers.
• Dependencies between network layers may correspond to dependencies between different operators.
• Faults at one layer can impact several upper layers and, possibly, different operators.
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Additional considerations can be introduced dealing with the spatial extension of each operator’s network.
As we have seen, big network operators generally own a physical infrastructure that spans an entire nation and,
possibly, also extends in foreign countries. Smaller operators might still have a national coverage or else decide
to limit their business to a local area, as it is quite common in regions of central and southern Italy.
Thus a further classification of operators in terms of extension of the network can introduce completely
different criteria that may lead to different interdependence analysis.
When it comes to network extension, different parameters must be taken into account: first of all the
distribution of POPs over the territory and the consistency of links or paths that interconnect them.
Small operators will probably rely on a single POP, possibly located in a major city, extending services to
neighboring areas by means of third-party connection services. Bigger players have in general two or more
POPs in greater city areas, connected by redundant paths, with additional locations to serve peripheral areas.
In this sense, dependency of POPs from datacenters, redundancy of network paths, geographic separation
of POPs and fiber paths, become important parameters to identify criticalities in a operator’s network
infrastructure and interdependencies with other infrastructures such as cable ducts and electrical power
distribution networks.

3.3 IP layer
A network is generally intended as a set of hosts connected to one or more local area networks, in turn
interconnected, that all together form an administrative domain: in the Internet an IP network is the minimum
unit to implement a routing policy over a packet-based network.
The concept of network covers several configurations of different nature and size, ranging from a home wifi network that connects one laptop or two (and in some advanced cases, also a couple of PDAs and a media
center), up to the network of a large organization with thousands of hosts connected to hundreds of LANs,
geographically distributed across multiple continents; leading finally up to the network of a telecommunications
operator with tens of millions of users, tens of thousands of kilometers of fiber-optic networks (owned and / or
rented from others) and much more.
Pertorming a study of the interdependencies of ICT systems in the field of inter-networking, it would
certainly be interesting to consider as a minimum level of granularity each administrative domain, that is, each
IP routing domain. However, we prefer to restrict the analysis to administrative domains with homogeneous
characteristics to overcome the
difficulties imposed by the extreme
variety of existing networks that
differ in size, objectives, routing
protocols in use, difficulties in
obtaining reliable information about
their boundaries and so on. The
granularity of networks that will be
considered
is
that
which
corresponds with the concept of
Autonomous System [RFC 1930],
which is the elementary unit for
inter-domain routing policy.
The management of packet’s
forwarding between interconnected
networks is typically delegated to
Figure 6: IP layer and the underlining physical layers
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specialized host (gateway or IP router [RFC 1812]) located on the boundary of each individual network.
Nowadays, the routing protocol utilized on AS’s border routers is the BGP-4 [RFC 4271].
The physical infrastructure of the Internet is transparent to users, as well as all the networks that compose
it. The user, through the use of addresses (IP addresses) or just symbolic names, see a unique set of resources
and services. Those symbolic names are mapped by the DNS [RFC 1034, RFC 1035] to IP addresses that
uniquely identify each host connected to the Internet.
Internet hides to users the underlying network architecture, as well as any physical detail.
Internet, as IP network, is an overlaynetwork that is built on top of anothernetwork (see Figure 6), for
example, on a SDH network, which in turn is an overlay network built, for example, on a dark fiber network
and so on. Many kind of network can be implemented as an overlay network of Internet, like peer-2-peer
networks usedfor file sharing. Many virtualization layers can be added upon an IP network, via different
technical features, like MPLS, or any kind of VPN, like a simple IP tunneling.
The Internet is an international network of networks. All those networks are interconnected with each other
to exchange traffic.
The IP network interconnection can be described in several ways:
• addresses: IP subnet assigned to the link, IP addresses of the network terminations
• bandwidth: how many bits/sec can be theoretically transmitted through the connection
• underlying technology: xDSL, SDH, Ethernet, ATM or whatever can transport and IP datagram
• fault tolerance mechanisms (for example, redundancy) to guarantee reliability, availability, security
Depending on all of them, there are plenty of technical parameter that can measure performance and quality
of a end-to-end network connection, like throughput, latency, round-trip-time, packet delay variation and so on.
The methods for linking any two networks, regardless of the technology in use, and the granularity of the
network considered, can be summarized under the following classification:
• via an upstream network or a chain of upstreams (talking about ASes, via a transit AS)
• via a direct link (direct or private peering)
• via an eXchange Point (public peering)
Figure 7 represents only the logical IP level, but, for the
uncoupling properties of layering, it does not necessarily
represent the implementation of the lower levels, i.e. the
link layer (data-link and physical layer of the OSI model),
neither the less the underlying layer of passive
infrastructures (ducts, trenches, pits, etc.). Each level may
in fact be represented as a network that does not necessarily
have a 1:1 mapping with the network of lower level or
higher level, as expressed in the above consideration about
overlay networks.
The above three ways to interconnect networks are not
mutually exclusive, since typically large networks adopt
Figure 7: AS Interconnections
more than ones to guarantee the network’ reliability and
availability. Moreover, redundant connections (more
instances of the same method) may be established to increase reliability.
The total bandwidth available between two networks should be carefully evaluated designing a connection.
When a link is overloaded by traffic everything seems to work properly, routing is working, service are available,
but packet loss is increasing and many services might have insufficient throughput. There is no connection
breakdown but all the network will be plagued by inefficiency.
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In the Internet model, upstream networks are typically identified with the Internet Service Providers (ISP).
Each ISP has assigned one or more AS Numbers to manage its routing policy to the rest of the Internet. Internet
global connectivity is so guaranteed by a mesh of IP network connections between ASes.
When two interconnected networks do not belong to the same organization, the interconnection also
identifies some business relationship. This relationship can be based on the provider-customer model (the
customer purchases transit on the provider network), or the peering model (networks exchange respective
customers’ traffic for free). According to the provider-customer model, an ISP sells access to Internet to
customers (consumers, enterprises, governmental agencies, …) via an interconnection to the customer’ network.
Moreover, it can sell transit to all destinations in its routing table to other ISPs via direct links with theirs
network.
The ISP Tier Hierarchy (see
Figure 8) is an unofficial
classification of the ISPs made
up on the basis of the business
model adopted for their external
paths, i.e. the relationships
between ISPs. There is a small
number of very large ISPs that
don’t purchase Internet transit
from anyone else, and they just
peer among themselves and sell
transit to all other smaller ISPs.
They are the so called Tier-1
Internet providers. Tier-1s are no
more than a scarce dozen all
Figure 8: ISP hierarchy
over the world, and their names
and numbers vary quite frequently, and it is difficult to maintain an updated list of them. Nevertheless, many
Tier-2s often pretend to be considered Tier-1 just because it’s not so clear if they purchase transit from someone
else or, as they state, just peer with it. ISP interconnection agreements are considered confidential information,
and so they are not in general publicly known. The same applies to the information on trading of business units
or of the entire infrastructural asset of a Telco. These are all kind of actions that typically change the membership
of Tier-1 and Tier-n lists.
Internet eXchange Points (IXPs) are an optimization of the concept of interconnection between ASes. In
fact, they allow ISPs to use a single physical connection to support many logical links with how many others
ISP are related to that Exchange Point, decreasing the cost and reliance on purchased Internet transit . An IXP
is often a neutral location where the infrastructure of many operators meet each others.
The European Internet Exchange Association4 agreed the following IXP definition:
A physical network infrastructure operated by a single entity with the purpose to facilitate the exchange of
Internet traffic between Autonomous Systems. The number of Autonomous Systems connected should at least
be three and there must be a clear and open policy for others to join.
At an IXP Internet traffic is exchanged by peering agreements made between the ISPs connected to the
Internet Exchange. By peering at an Internet Exchange the connected ISPs reduce their reliance on a small
number of networks (usually their upstream provider(s)), and this improves the delivery and receipt of traffic.
The increase in efficiency due to the enabling of direct routes between networks benefits the connected ISP
4 https://www.euro-ix.net/
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and all its customers. The costs involved in connecting to an Internet Exchange are generally quite low
considering the improvement in performance that can be achieved. Most European Internet Exchanges are noncommercial co-operatives funded by membership fees paid by the connected ISPs, and are operated for the
benefit of the member ISPs and the Internet community at large.
IXPs topology can vary case by case, but generally there are two main models: IXPs collapsed in one single
location (centralized model) and IXPs distributed at geographic level designing at most a metropolitan area
network. In both models ISPs connections to the IXP can be made through local links if the peering equipment
is hosted inside the same datacenter where IXP’s equipment is present, or through LAN extensions transport
mechanisms allowing remotely connectivity of ISPs’ equipment. With a few exceptions data centers hosting
IXPs switches are managed by third parties referred as “neutral colocators”, companies that are not
telecommunications operators or ISPs. This guarantees a neutral approach to the IXPs activities making them
a perfect place where many different and often competitors ISPs may rely on. Actually an IXP is not just a
physical infrastructure: it must guarantee quality in exchanging data and different varieties of IP traffic; it must
be able to harmonize different platforms and more generally to offer services aimed to balance as technical
requirements as different economical policies of a big variety of actors.
In the last ten years Europe has seen a very large development of IXPs: as far as the end of 2010, there were
almost 130 IXPs covering 35 countries and 140 cities, meaning at least one main IXP per each European country,
exchanging in aggregation about 5 terabit per second of IP traffic.
Even if the larger portion of traffic is exchanged in North Europe, Italy represents one of the main country
in South Europe in terms of IXP traffic exchanged: considering the four main Italian IXPs (MIX in Milan,
Namex in Rome, TIX in Florence and Topix in Turin), more than 190 ISPs connected (7% of the total ISPs
peering in Europe) exchange almost 100 Gbps, representing the 2,7% of the total European IXPs traffic with
an average of 2.6 Gbps per Italian Internet user.
In Italy this traffic represents about the 35% of the national Internet traffic, a considerable number then
making IXPs strategic points of the Italian Internet network.

3.4 Application layer
In this section are illustrated the steps necessary to identify the boundaries and relationships among ICT
systems and networks at application layer. In the specific the first we identify the application domain of
interest for the Motia project and the related communication protocols used at application layer. Then we
classify the applications on the base of the type of customers. These classes of applications constitute
themselves the boundaries; while the protocols characterize the relationships among classes. Interdependencies between application classes are intra-domain, while relationships among components of an
application are inter-domain.
An important step of the project is to identify the relationship among the systems at application level. In
order to provide a general characterization, we first identify the computational models which applications are
based on. The knowledge of the computational models allows us to identify, independently on the specific
application, what are the actors/components involved; what are the interactions among components belonging
to a specific system/network and what are the interactions among components belonging to different
systems/networks. The relationship identified before characterize both inter-domain and intra-domain
dependencies at application level.

3.4.1 Identification of Application domains and application classes
In the TCP/IP reference model [4] the application layer is considered as “everything on IP”. This view of
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the application layer allows us to embrace a wide range of communication protocols key for the functioning of
today applications and therefore for the survival of the main services of our society.
In the Motia project we are mostly interested in those applications that are “critical” for the welfare of our
society. In the specific, our attention is focused on distributed applications and related communication protocols
and technologies. Of course we are not interested in a single specific application but on families or domain of
application characterized by the same behavior and main features.
The application domains considered are the following
E-government and in the specific the Italian Public System for Connectivity (SPC – Sistema Pubblico di
Connettività) e-banking, e-trading, e-commerce, online auction:
• Networked Control Systems (NCS), SCADA (for critical sectors such as transportation, industry, energy, water)
• e-collaboration (e.g. e-Mail, e-Calendar, chat)
• Online Social networks (e.g. facebook, twitter, youtube)
• Entertainment/Multimedia services (e.g. Online TV services, online game, Voice over IP)
• Domain Name System
• Authentication services (e.g. LDAP)
• Discovery services (for both virtual services and physical devices)
• Web cache services
Application type

Application layer protocols (& technologies)

e-Government (SPC)

SOAP, HTTP, SSL, FTP, WS-agreement,

e-banking, e-trading, e-commerce, online-auction

SOAP, HTTP, FTP, gradual secret release (GSR) fair
exchange protocols

NCS/SCADA

SSI (Simple Sensor Interface)

e-Mail, e-Calendar

SMTP, IMAP, POP, CalDAV, Apple iCal

Online Social Network (OSN)

Extensible Messaging and Presence Protocol (XMPP)

Entertainment

BitTorrent, Microsoft Media Server (MMS), RTSP, FTP,
Real Time Streaming Protocol (RTSP), Media Gateway
Control Protocol (MGCP), Session Description Protocol
(SDP), Open Game Protocol (OGP)

Domain Name System

DNS, DNSSEC

Authentication services/directory (LDAP)

LDAP,...

Security Services

TSL/SSL, WS-security

Discovery services (network, devices, services)

DHCP, Multicast DNS/DNS-SD, UPnP Simple Service
Discovery Protocol (SSDP), Universal Plug and Play
(UPnP), Boot Service Discovery Protocol (BSDP), Web
Services Dynamic Discovery (WS-Discovery), UDDI

Web Cache services

Web Cache Communication Protocol (WCCP), Internet
Cache Protocol (ICP)

Telecom Network Management Services

Home Location Register (HLR) and the Visitor Location
Register (VLR), Authentication Center (AUC) and the
Equipment identity register (EIR), IP multimedia
service subsystem (IMSS), Network Address and Port
Translation (NAPT) server

Table 1: Application layer protocols and applications
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In Table 1 we associate a set of protocols to each application domain. The list is not meant to be exhaustive,
but it is intended as an example of the main protocols used by the different applications. It is important to
consider the protocols because their knowledge is fundamental to understand the interaction among the
components/actors of a systems/application.
All the above listed application domains can be further classified into three classes:
End-user services. This class embraces all the end-user applications/services core for the welfare of a country
and/or used by a large portion of the population;
Supplementary utility services. This class is related to the applications/services implicitly or explicitly used
by the end-users when they access to the end-user services; and to the services/application needed to the
management of the ISP infrastructure.
Core utility services: that are all the infrastructural services core for both End-user services and
Supplementary utility services
Table 2 fits the application we consider into the above mentioned classes.
Application domain class

Applications

End-user services

E-government (SPC), E-banking, e-trading, online auction, E-commerce,
Online Social networks (facebook, twitter, YouTube,...), entertainment
(Online TV services, online game,...), e-mail, e-calendar
NCS/SCADA, Home Location Register (HLR) and the Visitor Location

Supplementary utility services

Register (VLR), Authentication Center (AUC) and the Equipment identity
register (EIR), IP multimedia
service subsystem (IMSS), Network Address and Port Translation (NAPT)
server Authentication services/directory, Discovery services, Web Cache
services, Security services

Core utility services

Domain Name System (DNS)
Table 2: Categories of applications

Applications and services are associated to one or more computational model. Therefore, also the proposed
classification of services at application level can be mapped on a set of computational models. In the specific,
the computational models and architectural styles of interest for the project are:
• C/S model
• P2P model
• Pub/Sub model
• Service Oriented Computing (and cloud computing in the future) and Architecture
Computational model

Application group

Service Oriented Architecture

consumer

C/S (pure)

consumer, utility, Internet

P2P

consumer, utility, Internet

Publish/subscribe

consumer, utility
Table 3: Computational models and related application groups

Table 3 shows the mapping among the four computational model and application groups. The purpose of
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this categorization is to identify the main computing paradigms and architectural pattern on which rely the
welfare of our society.

3.4.2 Characterization of a multi-tier application
In the following we consider an
example of a multi-tier web
application realized using the
Service computing paradigm. We
consider this example because it is
the paradigm today used to design
new systems that must be accessed
through the Internet and it is also the
computational paradigm used to
integrate legacy systems with the
new ones. Figure 9 shows example
of systems that use or that can
benefit of using the SOA/SOC
model.
Figure 10 shows the components
and systems that participate in a
SOA-based system: the DNS
Figure 9: Service Oriented Architecture model usage
infrastructure, the web cache
infrastructure and UDDI infrastructure, the end-user, the web broker, the application service provider, the
authentication services.
If we consider the application classes introduced above, we can see what are the interactions among
application classes and on which protocol the coordination and data exchange is based. Figure 11 shows the
three application classes, the interaction among them and the protocols used to carry on the communication.
By using the previously
proposed approach we are capable
to characterize the dependencies
among the different systems
considered in the example as
follow: Inter-domain and Intradomain.
Inter-domain dependencies are
the relationships among different
application
domains;
the
dependencies between components
at different level of the Internet
protocol stack. For example, the
dependency of a Web broker on the
UDDI or DNS infrastructure.
Intra-domain dependencies, are
the relationships among application/
services belonging to the same
application domain. For example,
Figure 10: Components of a SOA-based system
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the relationship of a local DNS
server and a DNS ROOT server
or the relationship of a web
broker on a remote web services.
Both inter-and intra-domain
dependencies can be classified
as: Intra-system and Intersystem.
Intra-system
if
the
dependencies are caused by an
interaction of application/
service components belonging to
the same logical system. E.g.,
Figure 11: Interaction among applications and the protocol used
the inter-domain dependency of
a browser on the DNS resolver is inter-system, and the inter-domain dependency of a web services on an LDAP
server.
Inter-system, if the dependencies are caused by an interaction of application/service components belonging
to different logical systems. E.g., the intra-domain dependency of a web broker on a remote web service, or the
intra-domain dependency of a web server/web client on a web cache server.

3.4.3 Input/Output network and system relations
The Input/Output (In/Out) relationships among systems and networks are strictly related to the data
exchanged and the protocols used for the communication.
The knowledge of the input/output relations gives more insight on systems and network dependencies.
We identify two types In/Out relations:
• relations at application level, that is relations due to the interaction between applications and driven by
application layers protocols; and
• relations at network level, that is the relations between the physical nodes hosting a specific
service/application.
As shown in Figure 12, data exchange can be classified (see figure below), at a gross level of abstraction,
into two categories: Application data, exchanged through content-aware protocols, and packet data, exchanged
through the Internet Protocol that is packet based and content blind.
Moreover, network nodes exchange packet data by means of the IP protocol (and the underlining physical
layer communication protocols).
Applications communicate each other exchanging In/Out data through a well defined set (one or more) of
application ports identified by a port number. Usually, application port numbers are standard. Therefore it is
possible to identify the application data exchange and it is also feasible to correlate application behavior in
term of application data traffic, and related packed data traffic.
On the contrary, it is usually impossible to identify what are exactly the physical nodes that exchange data
generated by the applications. Indeed, while at a given time, instant data are originated from a given IP number,
the IP number is not univocally and permanently associated to a service/application; moreover IP numbers are
not univocally and permanently associated to a physical node.
The presence of mechanisms such as load balancing through distributed instances of an application are
fundamental to improve the performance and scalability of a system but introduce a level of uncertainty related
to the physical node that actually establishes the connection and data exchange. Usually locally or
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geographically distributed systems that replicate an application or a content, expose the IP address of the load
balancer and dynamically redirect requests to a specific node.
Another example of mechanisms that introduce such a degree of uncertainty are given by the Content
Delivery Networks where a service (e.g. a web site) is globally distributed and the data flow between the enduser and the service is determined by the end-user location and the network traffic conditions. One more example
is the different caching mechanisms operated to improve the end-user performance.
Also disaster recovery mechanisms (e.g. hot redundancy) decouple the physical location where a service
run and the service itself.
Therefore, in the remaining of the project, except for specific and controlled cases, we assume that:
• it is impossible to establish a permanent mapping between a service/application and the physical node
where the service/application runs
• the boundary among system is the logical service they expose, identified, at a specific time instance by
the IP address and the port number and in general identified by a DNS name and a port number.

Figure 12: Input-Output relations
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4 Topological properties and network structure
The present section aims at defining the support that topological analysis of complex networks (representing
Critical Infrastructures at the highest level of abstraction) might offer to provide insights and to identify basic
interdependency mechanisms and effects. The Internet infrastructure (or any other ICT infrastructure) can be
initially regarded (and modeled) as a mathematical object, a graph, consisting of different elements such as
nodes and arcs (or links) which are functional elements connecting the nodes. Despite its simplicity (the graph
metaphor does not account for the complexities related to the structure of nodes, the type of information that
flows in its links etc.), the graph may represent a useful mathematical object since it is able to store and resume
a number of relevant properties of the network. The former can be unveiled by evaluating topological graph’s
properties by means of mathematical tools.
The main purpose of this section is to provide a basic discussion on the topological approach to the Internet
(or other ICT net) analysis. The results of this preliminary analysis, can be valuable to understand basic features
of the very complex infrastructures one has to deal with.
Graph analysis is an old branch of mathematics. However, during the last years, a lot of work has been
devoted to this domain, as the methodological approach (the reduction of complex systems to graphs) has been
used to study a large variety of complex systems: genomics, biological objects, social aggregation of humans
(crowds) etc. Technological and virtual objects (the Internet, the WWW, etc.) have been studied by first reducing
their structure and complexity into a simple graph. This approach has been also adopted to understand complex
phenomena acting in these systems, such as growth mechanisms (often complex systems grow with no external
supervision; the growth mechanism is thus a critical information able to unveil relevant properties of the system
under study), synchronization etc. Basic concepts have been reported here for self-consistency purposes.

4.1 Data collection
The first problem to be faced when dealing with the analysis of Critical Infrastructures in general (and
especially the Internet) is data collection. Correctness and completeness of data represent prerequisites to
perform any reliable analysis.
The straightest (and most effective) means to achieve reliable data is represented by the direct provision from
the asset owners or asset managers, that is collecting them from the private or public entities having a direct
commitment in the operation of the infrastructures. Apart from direct acquisition, other methods can be used to
(partially) bypass data unavailability and to allow, at least, a partial reconstruction of the actual system topology.
Data are often available in the form of GIS (Geographic Information System) databases that can be used in
appropriate viewer allowing immediate data contextualization and their merging in wider complex scenarios.
Direct acquisition, however, usually encounters several drawbacks that have been identified and, ipso facto,
undermine the accessibility of data to be used in the analysis. Among them, it is worth quoting the following:
a) privacy laws may forbid or limit data release;
b) when owned by private companies, data access can be restricted for both security and marketing policies;
c) data are stored by the CI owners in complex formats, rich of details, such as GIS and similar format on
proprietary databases which, although being accessible, cannot be used as a whole and downloaded;
d) data are spread among different public or private subjects: asset owners, governmental institutions, market
operators etc.
e) private and public subjects may exhibit poor capability to extract required information from their own
internal organization.
f) means to provide connectivity (namely devices, cables of different types and communication protocols)
are tremendously heterogeneous both at physical and application level.
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Apart from direct access methods, further methods can be employed to (partially) bypass data unavailability
and to allow, at least, a partial reconstruction of the actual system topology. It is worth stressing that the use of
the automated techniques mentioned above may provide a part of the topological structure of the net, but asset
owners and connection providers may impose legal constraints to consumer contracts to prevent such ‘parasitic
acquisition’. On the other hand, government authorities might impose transparency constraints to connectivity
commerce supporting critical services on TLC systems. To the best of our knowledge almost nothing has been
done in this respect, while Banks, financial agencies, postal service providers and many significant “end-users”
are claiming for a policy. Legal regulation is not expected to be the elective solution by neither the providers
nor the end-users, nevertheless the knowledge of limits and known vulnerabilities seems to be the basis for a
synergic approach.
The problem of network topology recognition will be further detailed in the present document.

4.2 Data analysis
ICT infrastructure can be modeled as graphs, i.e. they can be described as a mathematical object characterized
a by nodes and edges. In this work only unweighted undirected graphs will be taken into account. Formally,
we define a graph G = (V, E) as an undirected unweighted graph, where
V = {v1, v2, ..., vn6 is the set of vertices in G and E = {e1 ,e2,..., em6 ⊆ V x V is the set of edges in G,
where ei = {(vp, vq): vp,vq ∈V ∧ p ≠ q6, i= 1, ..., m. The number of nodes n and the number of edges m
in the graph are defined as the cardinality of the sets V and E respectively, i.e. n = | V | and m = | E |.
Thus, it is possible to define the following metrics.
Degree
Node degree is the number of connections between one node and other nodes in the network (its neighbors),
i.e. the number of connections which involve a node . Node degree will be indicated by the symbol ki.
Average neighbors degree
Average neighbors degree is indicated by the symbol Knni and it is computed as follows:
Knni =

1
ki

ȸ

k

 j
neighbourj

Knni indicates the average number of connections which involve neighbors of node i.
Clustering coefficient
Clustering coefficient is indicated by the symbol ci and it is computed as follows:
ci =

2  edgesi
ki  (kiï

where edgesi is the number of edges involving neighbors of node i. The clustering coefficient values range
from 0 to 1, the former case refers to a star topology where node i is the star centre, the latter one indicates a
full mesh between i neighbors. ci provides a measure of the local connectivity structure of the network.
Betweenness centrality
Node betweenness centrality, bi is the number of shortest paths that pass through the node i. bi gives a
measure of the amount of traffic that goes through it, if routing is guided by shortest-path-based algorithm.
Nevertheless, since routing is not necessarily guided by shortest-path policies, betweenness centrality could
completely results uncorrelated to load of each node.
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Defined metrics correspond to local properties: in order to have a large-scale view of topologies represented
by graphs it is necessary to shift attention to statistical measures which can take into account global behaviour
of these quantities. In the following some of these statistical metric are defined together with some new ones.
Components
A connected component of an undirected graph G is a subgraph H in which any two vertices are connected
to each other by paths, and to which no more vertices or edges (from the larger graph) can be added while
preserving its connectivity. That is, it is a maximal connected subgraph. A graph that is itself connected has
exactly one connected component, consisting of the whole graph. The number of connected components is an
important topological invariant of a graph. In topological graph theory it can be interpreted as the zero-th Betti
number of the graph. In algebraic graph theory it equals the multiplicity of 0 as an eigenvalue of the Laplacian
matrix of the graph. It is also the index of the first non-zero coefficient of the chromatic polynomial of a graph.
Shortest path and diameter
Shortest path length, ℓi,j, measures the number of edges forming the shortest path (i.e. minimum number of
steps required) from i to j. Average shortest path length, 〈ℓ 〉, is the average value considering all node couples.
Diameter, d is the maximum value of ℓi,j, considering all possible pairs i, j.
Small world property
A network is called a small-world network if most nodes can be reached from every other with a small
number of hops. This type of networks will show:
• probably, a high number of cliques, i.e. an high value of clustering coefficient (this features is not necessary
since a star topology graph also exhibits a small average shortest path value);
• a small average shortest path;
• probably, there are many hub nodes (high degree nodes).
The average shortest path of Internet AS level graph is the order of magnitude of 1, it will assume values
around 3. Shortest paths probability distribution will be similar to a Gaussian function.
Neighbor connectivity
Neighbor connectivity is the average degree of neighbors of nodes with degree k and it is indicated with
〈Knn〉. Networks can be assortative or disassortative (or neither): the former case occurs if the neighbor
connectivity function is increasing, i.e. nodes with low degree tend to connect to nodes with low degree (high
degree nodes tend to connect to high degree ones), the latter case occurs if the function is decreasing, that shows
tendency of high degree nodes to connect to lower degree ones. Disassortativity of Internet graph was one of
the leading factors which supported Preferential Attachment model development.
Average clustering coefficient over degree
Average clustering coefficient over degree, briefly CC 1, shows how neighbors of nodes whose degree is k
interconnect with each other.
Average betweenness over degree
Although scale-free distribution cannot prove hierarchical structure of Internet, it is known that there exist
stub and transit domains. Hierarchy level can be quantified involving the concept of backbones: even if it is
not possible to decide how load is distributed on Internet edges, it is possible to determine how many shortest
path traverse a domain (or a link) by betweenness centrality. Average betweenness over degree is indicated by
b k. If this function is increasing it means that load is probably concentrated on high degree nodes.
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4.3 Topological structure and system elements
This section objective is to analyze the state of the art of the ongoing Internet measurement projects that are
related to the target of the Motia Project. In the last decade several international projects were started to get a
better knowledge of the Internet infrastructure. Research on the analysis of the Internet infrastructure at the IP
Level started almost ten years ago, but is far from being completed. There have been some attempts to get
Internet descriptors at the IP level but these data were shown to be inaccurate due to limitations on the topology
discovering tools and due to the tendency of the ISPs (Internet Service Providers) to treat their IP infrastructures
as a confidential key component of their business. The topology discovery projects were more successful in
the discovery of the Internet topology at the AS level (details are available on Motia activity I report5) and there
are several freely available Internet descriptors that were obtained by these projects. Available datasets were
built setting up a measurement infrastructure that collects topological data obtained either via “traceroute”
software or via Border Gateway Protocol (BGP) update messages.

4.3.1 Physical and Data Link layers
Although a set of methods have been developed to infer topologies at low level of abstraction, these data
link descriptors are often incomplete or unavailable due to their business relevance. Topological data at this
layers cannot be automatically retrieved, and the direct cooperation of each infrastructure operator is required.
Moreover, there is a plethora of different type of physical and data link layers, typically at least one per
technology used. Even if it would be extremely interesting to describe the access network, the Motia project is
focused on broad-scope methodologies. Moreover, the physical and data link backbones are typically very
redundant and include fast path restoration mechanisms that make them less important when analysing the
Internet critical infrastructure. A clear example of that is provided by the Arianna network, composed by the
Phoenix for the long haul transmission systems based on technology of wavelength division multiplexing
(WDM), already widely used in the network of Telecom Italia.

4.3.2 IP layer
The Internet is often described as a network of networks, a global system of interconnected computer
networks using the standardized Internet Protocol Suite. A connected group of one or more IP prefixes run by
one or more network operators having a single and clearly defined routing policy is identified as an Autonomous
System (AS). An AS shares routing information with other ASes using the Border Gateway Protocol (BGP).
An Internet AS-level topology can be easily described as an undirected graph: nodes represent ASes while
edges indicate the presence of one or more BGP connections between two ASs. There are several sources of
Internet AS-level topology data (datasets hereafter) obtained by different projects obtained using different
methodologies which yield quite dissimilar topological views of the Internet. Most of the studies rely either on
BGP-based data or on traceroute experiments. In both cases, the datasets represent biased views of the actual
topology and are also largely incomplete.

4.3.3 Enriching the topology with tags
The undirected graph of the Internet is not sufficient to determine the real importance of each AS since it is
not possible to deduce all the possible sequences of ASes that packets can traverse. Contractual agreements
could override scientific metrics (e.g. the length of the AS path), thus some of the paths that can be extracted
5 http://www.motia.eu/webfma_send/53
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using the undirected graph might not actually be used in the real Internet even though we know each of the
connections that make up that path.
Moreover, every inference found for an AS is extrapolated from the global set of AS paths gathered from
public monitors is currently drawn independently of the geographic location of the ASes. This approach is
useful when the Internet is analyzed at a very coarse level. However, it may be misleading if the analysis is
more focused on a specific geographical region. The risk is that particular characteristics that the Internet
exhibits in that region may be lost. An AS connection that has been identified in a global analysis may hide
multiple connections located in different geographic regions, each with its own characteristics. For example, a
couple of Ases may establish different economic relationships in each geographic region where they are
connected.
Thus, introducing variegated tags or other information to an Internet topology may lead to significant
benefits. First of all, it improves consciousness of the Internet AS-level topology graph structure. Moreover, it
allows to connect topologies at different level of abstraction and to evaluate their inter-dependencies.

4.3.3.1 IXP tag
An IXP is a physical “hub-and-spoke” infrastructure, which enables ASes (named participants) to exchange
traffic with each other as if they were directly connected via a physical link.
IXPs are a cost effective solution for those ASes which need to be well-connected each other within a specific
geographical location. By exploiting IXP infrastructure these ASes can avoid multiple ad-hoc point-to-point
connection costs among participants, which should otherwise be required for BGP to operate pairwise. IXPs
also help Internet traffic to be kept localized in the geographical region it belongs to. A lot of the Internet traffic
is, in fact, directed within national borders, since it is made up of language-dependent content (e.g. national
music, websites, videos) and IXPs typically host a lot of regional ASs. This prevents traffic between regional
ASes from passing through expensive connections (e.g. satellite connections in the Africa or submarine fiber
connections in Australia), which in addition improves network performances and saves costs. In order to
highlight the presence of IXPs within the Internet AS-level topology graph structure, we built the IXP dataset,
i.e. a dataset which maintains, for each IXP, its geographical position (i.e. the city and the country where the
IXP is located) and the AS numbers of its participants. The IXP dataset can be used in order to identify two
classes of ASs: those that participate in IXPs and those that do not. Knowledge of an IXP participants list does
not provide any information on the peering matrix, which represents the BGP connections (set up by AS
administrators) among their participants. Since ASes treat peering relationships between other participants as
proprietary information, the current peering matrices of IXPs are in most cases unknown.

4.3.3.2 Geographical tag
The addition of geographical location information to the Internet AS-level topology graph helps in
interpreting those particular Internet subgraphs structures that are strongly driven by the local economy or the
geographical distribution of backbone fibers (e.g. countries which reach the global Internet connectivity through
costly satellite connections, tend to form a full-mesh like structure in order to help traffic to remain localized).
In the Motia project we developed a framework to associate a list of geographical location with each AS by
exploiting the MaxMind IP geolocation service.
The resulting geographical database associates 34,190 ASes with at least one country code.
In Section 4 we provide a geographic attribute to each AS, according to the following taxonomy:
• An AS is called a national AS if all of its geographical locations belong to the same country, i.e. its networks
are placed within a single country.
• An AS is called a continental AS if all of its geographical locations are placed within the same continent.
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For example, an AS is called European if its geographical locations belong to European countries and none
of its geographical locations are placed outside Europe.
• An AS is called a worldwide AS if it owns at least two geographical locations which are located in two
different continents. For example, an AS which has one geographical location in the Netherlands and one
geographical location in the United States is referred to as worldwide AS.
Figure 13 shows a snapshot of the topology of Internet as resulted from the analysis performed in the
deliverable of Activity II. The resulting graph representing the internet at AS level consists of 333437 links and
33673 nodes enriched with the national tag. The visualization has been achieved through a software application
developed by ENEA and based on the java libraries available with the Prefuse information visualization toolkit6.
The different colors refer to the tagged nations of the different AS’s.

Figure 13: Topological representation of the Internet network at AS level.
DATA are obtained by cross analysis of different network recognition projects referred to march 2011
as described in the report of activity II of the project.
The different colors refer to the different countries attributed as a tag to the AS's.

6 http://prefuse.org/
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4.3.3.3 Business tag
Establishing BGP inter-AS connections is a process driven more by business factors than by the optimization
performance factors. Usually, there can be identified two main classes of connections: provider-customer and
peer-to-peer. In the former, an AS (customer) pays another AS (provider) to obtain Internet access (transit). In
the latter, two networks (peers) exchange traffic between each other’s customers for their mutual benefit. Peerto-peer connections can be settlement-free or paid, depending on the ASes interacting and the type of contract
stipulated. In this context, a peculiar role is played by Internet Exchange Points (IXPs). The former are physical
infrastructures which allow ASes to exchange Internet traffic, usually by means of mutual peering agreements,
leading to lower costs (and, sometimes, lower latency) than in up-stream providercustomer connections. In the
activity II of the Motia project7, we have exploited BGP data to discover what economic relationships are
established between couples of ASes using an algorithm that works directly on BGP raw data. We found that
BGP data can contain several anomalous paths that are clearly in contrast with the commonly used valley-free
rule. We traced their dynamics over a month and discovered that most of them lasted very few seconds and that
they are the result of the combination of a particular common BGP misconfiguration and the BGP convergence
delay. The proposed algorithm is keen of these events and is able to handle them using the lifespan of each AS
Path. To infer the relationships, the algorithm relies on a priori knowledge of a list of Tier-1 ASes in order to
understand whether an AS is transiting traffic for another AS. Using the concept of two-way validation, this
algorithm is also able to assign a level of reliability to each inferred tagged connection from the Internet
topology. This procedure is introduced in order to compensate for the drawbacks introduced by the
incompleteness of the BGP data in our possession.

4.4 Linking multiple layers
A key aspect for understanding and analysing network is to represent accurately the topology of the existing
network, as well as to be able to generate representative alternative topologies to evaluate resilience and to set
the basis of comparing candidate mechanisms.
The majority of topology modelling is based on logical topologies focusing on the generation of either
router-level or AS-level topologies, motivated by the desire to study Internet layer-3 connectivity and protocols
such IP, BGP, and IGPs, constrained by the fact that the majority of inference mechanisms are only able to
collect data on the router-level connectivity of commercial networks. However, a router-level topology is an
abstraction of the underlying physical topology and not an exact representation. Links visible to layer 3 are
logical interconnections consisting of multiple physical links between layer 2 and layer 1 components such as
switches, multiplexers, regenerators, and optical amplifiers. Furthermore, layer 3 topologies are frequently not
representative of the underlying infrastructure due to layer 2.5 technologies such as Multiprotocol Label
Switching (MPLS), Synchronous Protocol Network (SONET), and Metro Ethernet that permit rearrangement
of paths for traffic engineering, policy, and restoration.
Linking the application layer and network layer is not a simple process. There are some cases in which
single IP cannot identify a single machine; for example, a Network Address Translation (NAT) could hide a
large network of hosts. In addition, even if the couple IP address – Port number is given, the service requested
could be managed by a set of different hosts.
However IP address and port play a key role in linking the IP networking infrastructure and the application
layer distributed system and provide a key role in linking the application process to the network. Our idea is to
start using the IP only. In the second phase we can add the port descriptor but this requires the port information
7 http://www.motia.eu/webfm_send/54
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that must be acquired with direct measurements. This work is not technically difficult as the port is well specified
in the TCP or UDP header, but it an ‘ad hoc’ measure for the application service under study and hence it can
be acquired in specific case studies only. A possible last further step is to add the description of the distributed
computing system that can be reached by the coupe IP address, Port number.
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5 Application level network coupling
Dependency analysis is typically an input for impact analysis, failure propagation analysis, system
complexity analysis, critical pattern analysis, through to the evaluation of system maintainability and QoSenforcement.
Application level network coupling research is at early stage and could be categorized in three main fields:
• Dependency discovery
• Dependency modeling
• Dependencies analysis
Modeling and analysis of interdependencies are two strictly related activities. Indeed, given a system model
there is a finite set of analysis techniques and vice-versa, given an analysis technique there is only a system
representation model. The model largely used in critical infrastructures interdependency analysis is a graph (of
interdependencies) and analysis methods can range from topological analysis to complexity analysis.
In what follows we survey the research results and good practices used in dependencies discovery and
analysis at application level. Finally, we present, in deep detail, an analysis technique that has been selected
and extended for the purposes of the Motia project.

5.1 Discovery of service level relationships
Dependencies can be discovered using different system analysis approaches, e.g. static analysis, visual
models analysis, system information repositories mining, message exchange/interaction sequence pattern
mining. These techniques can be classified according to three broad categories:
• White-box oriented. This family includes methods based on the analysis of technical specifications and/or
on the analysis of the application code through automatic tools. These methods rely on a quite complete
knowledge of the system structure
• Black-box oriented. This family includes methods that assume no information is known a priori. Such
methods observe the system activities (e.g. network traffic, OS or application events) trying to infer the
system structure by its behaviour. Black-box methods can be applied to almost all kind of systems and are
widely used both in state-of-the-art products to perform network dependency analysis
• Hybrid. This category includes methods mixing White and Black-box oriented approaches to leverage
both the exact knowledge of the system and the information extracted by measurement techniques

5.1.1 White-box oriented methods
Application Code Analysis (ACA), known in literature as static analysis, is a static inspection of the
application code, done at compilation or pre-compilation time, and therefore before the application comes to
life. Static analysis has a long history and can be performed for different purposes: architecture checking,
interface analyses, and clone detection8; identifies security vulnerabilities and code defects9; dead code analysis,
and style checking10. Evidently, static analysis may be used for dependency discovery and analysis11,12. Static

8 http://www.axivion.com
9 http://www.coverity.com/
10 http://www.semdesigns.com/Products/DMS/DMSToolkit.html
11 http://www.lattix.com/
12 http://ndepend.com/
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code analysis extracts structural dependencies properties. In the specific intra-system and inter-/intra-domain
dependencies can be identified.
Moreover, the component relationship extracted from code parsing are pre-and co-requisite dependencies
between active components. Static code analysis allows also discovering the order of a dependency. Indeed,
the length of a chain of method invocations measures the order of a dependency.
ACA is valuable for both centralized and distributed applications. In case of distributed software architectures
ACA will discover the links between components. When a component use an external components/services the
invocation of a remote procedure or a web service is coded and therefore first order dependencies among
distributed components can be discovered.
Visual model analysis (VMA) is based on the evaluation of a visual model of the application/system. The
widely used visual modeling language is the Unified Model Language (UML) and it is used to trace the system
design at different level of detail. Therefore using UML model analysis it is possible to extract both functional
and structural properties. Class diagram, component diagram, sequence diagram and activity diagram are the
basis for dependencies discovery [5]. An UML class diagram gives intra-system and inter-/intra-domain
dependencies. Class and component diagrams give information on dependencies locality and criticality. Activity
and sequence diagrams together allow determining when an activity (i.e. a functionality provided by one ore
more components/systems) is invoked, with which probability and if it is invoked during normal behavior or
as a consequence of exceptions. Therefore activity and sequence diagrams allow to discover dependencies
strength and criticality.
Both static analysis and VMA have some limitations. The first requires that the former have access to the
code, while the VMA has to be synchronized with the application code.

5.1.2 Black-box oriented methods
When code or visual models are not available or when one wishes to deepen dependencies discovery, it is
possible to perform Dynamic Program Analysis (DPA) and Performance Analysis (PA). The former approach
can be used to profile the application and to trace its behaviour. Traces can be further analyzed applying
sequence or pattern mining to discover dependency degree, dependency strength (optional and occasional) and
all the dynamic aspects. Performance analysis, along with a resource dependencies representation (e.g. [6])
gives insight into resource dependencies.
Message eXchange Sequence or pattern mining (MXS) approach leverage on information stored in message
traces of distributed applications. For example, in a Service Oriented Application (SOA) system, the SOA
manager can intercept services invocation messages plus their responses and store all of them in a central
database. There are different approaches to pattern mining and their validity is strictly related to the system
domain considered. Very close to our contest is the solution proposed by Basu et al. [7] that define a new
approach to discover dynamic dependencies in SOA systems. Their solution infers casual dependencies form
a message log, it builds a probabilistic dependencies graph and prune it using user defined threshold as well as
data from logs.
Another typical approach used to catch services interactions is Network Traffic Analysis (NTA) at IP level.
Each stream of IP packets tracks a complete transaction between two nodes and therefore could be used to track
dependencies between services running on such nodes. The data flow between services identified analyzing IP
packets can be used as input for an inference engine that analyzes data flow and builds a representation of
system dependencies.
In the literature, the main approaches proposed to build this system representation are the following:
• Analysis of the co-occurrence of network communication. This approach is based on the identification
and analysis of data flows. If two or more data flow are active in a same time window, with a high
frequency, than the target element of each flows are dependent. Such model is proposed in [8]
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• Identification of rules that govern the traffic. This approach applies machine learning techniques to extract
behavioural rules from network traffic, in order to determine typical behaviour of the system and evaluate
dependency issues. An example of this model can be found in [9]
• Study of the stability of interleaved times between communications. A client which needs two or more
services will access them subsequently and repeatedly, interleaving a same time between the accesses.
This is considered as the demonstration of a codified logic that requires strictly the services to be in
sequence, that is, dependent. This model is part of [10].

5.1.2.1 Commercial tools
There are very few examples of commercial products implementing frameworks for application level
Discovery Dependence Application (DDA). In the following the wider used solutions.
IBM Tivoli Management Framework (TMF)13 is a systems management platform to manage large numbers
of remote locations or devices. One of its features is the capability to visualize interdependencies and
relationships between applications, computer systems and network devices through application mapping and
agent-less, credential-free discovery capabilities. HP Discovery and Dependency Mapping Inventory (DDMI)14
provides an accurate picture of your IT environment. It helps you solve key challenges of hardware cost control
and software license compliance. DDMI identifies all available physical and virtual IT assets, collects hardware
information and identifies installed and used software on devices. It serves as the Discovery and Dependency
Mapping Inventory solution for HP Software. Service-Now15 discovers computers and other devices connected
to an enterprise’s network. On computer systems, Service-now discovery will also find what software is running,
and any TCP connections between computer systems providing as results and Application Dependency
Mapping. OpenNMS16, Distributed under GPL license, provides Automated and Directed Discovery, Event and
Notification Management, Service Assurance and Performance Measurement. This monitor platform is suitable
for both network and service level analysis. AggreGate Network Manager17, built upon AggreGate Platform,
provides monitoring services of networks, a comprehensive network discovery and dynamic mapping. It has
built-in fault management and network performance/traffic analysis tools, virtualized environment monitoring,
alerting, charting and reporting. This monitor platform is suitable for both network and service level analysis.

5.1.3 Hybrid methods
System information Repositories Mining (SRM) is a technique to extract intra-system (but however interapplication) inter-/intra-domain dependencies. All the operating systems have built-in repositories (e.g. AIX
object data manager, Window registry, Linux Red Hat package manager) that keep track of the installed software
packages, file set and their versions.
These repositories, that contain system-wide configuration information, can be regarded as knowledge bases
containing important information with respect to the compatibility of services and application. Leveraging on
this information is possible to discover structural and functional service dependencies. Keller et al. [11] suggest
also an approach to discover inter-system dependencies. This approach uses both system repositories and network
services configuration files, such as DNS resolver, network file systems mount target, proxy configurations.
SRM discovers both passive and active component dependencies, dependency order and criticality.

13 IBM. Tivoli. http://www-01.ibm.com/software/tivoli/
14 HP. Network management center. https://h10078.www1.hp.com/cda/
15 ServiceNow. http://www.service-now.com/
16 OpenNMS. http://www.opennms.org/
17 AggreGate. Network Manager. http://aggregate.tibbo.com/
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5.1.4 Dependencies discovery methods versus dependencies characterization
With respect to our dependencies taxonomy, MXS can be used to discover inter-system and intra-domain
dependencies and their strength. Moreover information about dependencies order and criticality can be extracted.
VMA and SRM appear capable to cope with all the dependency features. VMA has the limitation above
mentioned and moreover it can no be automatized. SRM, on the contrary, can be automatized. Its drawback is
the need to access system repository, that is not always possible.
Table 4 summarizes the results of our investigation.
Dependency
characteristic

Discovery approaches
ACA

VMA

SRM

MXS

Locality

(except
inter-system)

X

X

X

Order

X

X

X

X

Component
Activity

(only active)

X

X

X

X

X

Strength
Criticality

(except
Ex-requisite)

X

X

Life cycle

Only structural

(except resource)

(except resource)

PA

(only
Pre-requisite)
(only resource)

Table 4: Dependencies characteristics versus Discovery approaches

5.2 Dependencies models
Dependencies in software systems are typically represented by means of Component Dependence Graph
(CDG), Dependency Structure Matrix (DSM), Incidence matrix or other graph/matrix-based model inspired to
the previous mentioned.
A Component Dependence Graph is a graph where nodes are software components or systems and arcs are
connections between components (e.g. RPC, message exchange, etc.). Arcs are labelled with an identifier and
weighted with the probability that the connection it represents is executed, that is the dependency is activated.
These probabilities can be computed in different ways, for example as suggested in [13]. The CDG can be
represented using an adjacent matrix called component dependence matrix (CDM). In [14] the authors use
CDG to model dependencies (discovered both by static or dynamic code analysis) and to support change impact
analysis in component based systems. In the specific the authors define a Reachability Matrix that is obtained
from the CDM computing, for each couple of components, the probability to be reached by a cascade of
invocations. The RM is therefore used to compute the system’s change ratio due to a change in one or more
components. This ratio is fundamental in impact analysis.
In [21] authors propose to use CDG to define a multi-dimensional graph base representation (through matrix)
of dependencies of each component versus the remaining system’s components. Using their approach is possible
to evaluate impact of system changes such as the integration of new subsystems/components.
In [15] the authors propose a tool that use Dependencies Structure Matrix [16] representation for the
management of inter-module18 dependencies. The proposed approach is based on conventional static analysis
to extract software components dependencies.
18 The concept of software module used by Sangal et. al is the same of software component we used in this document.
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Also in [17], [18], [21] and [19] the authors proposed to model dependencies using a direct graph. The graph is
used as a common model to compute dependencies metrics and to evaluate impact of changes. The proposed studies
differ for the system features that induce dependencies and for the type of system considered (CBS or SOA).
In [20] the authors use a graph model of functional and resource dependencies. Their proposal is a
graphbased dependency management model, for dynamically configurable component based systems, to address
the problem of QoS-enforcement of service delivery demand and to maximize the system performance in
dynamically varied resource availability systems.
The proposed solution integrates the management of inter-component functional dependencies, including
consistency checking and automatic system configuration, as well as QoS-aware resource dependency
management.
In [7] the authors identify the problem of discovering dynamic dependencies among web services and they
propose a solution for the automatic identification of traces of dependent messages, based on the correlation of
messages exchanged among services. Dependencies are represented through a probability dependency graph.

5.3 Coupling assessment
Contextualizing the above mentioned research results in our dependencies classification emerges that is
possible to represent, by means of a common model, the presence or the absence of a certain dependency
characteristic for each component/system versus the other components/systems (solutions inspired to [12] can
be applied). CDG and CDM are the starting point for impact analysis, vulnerability analysis and system
complexity analysis.
From the study of the dependency analysis literature emerged the proposal of different methodologies for
change impact analysis and related metrics, that quantify the system complexity and dependency degree. The
more interesting are described in the following.
Wang et al. [21] propose a method base on dependency and entropy analysis to study the evolution of system
based on Service Oriented Architecture. Their work is focused on the identification of dependencies and the
analysis of impact to a service-oriented system. Specifically, the work considers two types of issues: the
evolution issue caused by dependency changes, including adding and deleting services or functions as well as
adding or deleting dependencies; the evolution issue caused by model correspondence changes, including
adding, deleting, modifying, and refining the information model elements. For these changes to the system, the
effects need to be measured and evaluated.
Wang et al. propose service dependency and information entropy based impact analysis on service oriented
system evolution. Dependency analysis mechanisms are applied in order to derive information from service
dependencies to measure the relative importance of the service in a Service-Oriented system. For instance, a
service with a higher service dependency degree is more difficult to change than a service with lower
dependency degree.
Moreover, combining information entropy with dependency analysis to measure the service and system
entropy and to examine the change effect based on the entropy change.
However the limitation of the paper is that they consider only dependencies due to message exchange and
the method is not appropriate for the generalization in a multi-layer context. Starting from the definition of
information entropy they define: the entropy of a system element; the entropy of a dependency defined as the
average of the entropy of the system elements; the entropy of a service defined as the sum of the entropy of
incoming and outgoing dependencies; the entropy of a system defined as the sum of the entropies of the services.
The positive feature of entropy is that it is a value in [0,1] and that the variation of the entropy give a measure
of the impact of a change.
Gill and Balkishan [17] studied metrics that may help in controlling the complexity of the component-based
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systems. Their paper introduces two component-based metrics, namely, Component Dependency Metric (CDM)
and Component Interaction Density Metric (CIDM), which measure the dependency and coupling aspects of
the software components respectively. Graph theoretic notions have been used to illustrate the dependency and
interaction among software components for four cases studies. In the specific dependencies are represented
using an oriented graph G= (N,E) where vertex are software components and edges are dependencies (e.g.
path) between components. For a given component the dependency value is given by the sum of number of
path toward all the other components. The CDM metric aggregates the dependency value for each component
using the simple sum operator and the value is normalized (in [0,1]) respect the maximum possible value
(CDMmax) obtaining the complexity of the system in term of dependency, defined as DOCM=CDM/CDMmax.
The other metric is the CIDM defined as the ratio between the total number of direct interactions and between
components and the total number of components.
Sharma et al. [18] proposed an approach similar to [17]. They propose metrics to evaluate the complexity
of a component based systems represented using a graph G=(N,E) defined as above. Also the dependency of a
component is defined in the same way. The metrics proposed are: the Incoming Interaction Density (IID), the
Outgoing Interaction Density (OID), the Dependency level (DL) and the Average Interaction Density (AID).
IID, OID and DL are defined both for components and systems, while AID is defined only for a system. Software
components are elements with parents and child. The Dependency level of a component is the sum of child
components. IID of a component is the ratio between the sum of all required services for the component and
the sum of all provided services from parents of the component. OID is defined as the ratio between the sum
of required services of child of the component and the sum of the provided services of the component. IID and
OID of the systems are the average value of IID and OID over all the components.
Finally, Wang et al. [19] propose an approach to measure the criticality of a service in a Service Oriented
system. The authors considered composed web services and dependencies caused by different factors: process
dependencies, semantic dependency, message dependencies and not functional dependencies. The proposed
approach can be easily extended to a generic service oriented system, where services are also related to platform
and infrastructure functionalities. Wang et al. describe the system dependencies with an oriented graph G, where
nodes are elementary of complex services and edges are dependencies. The approach consider both intra-service
relation, that is the relation among the service components of a complex service, and inter-service relation, that
is the relation among complex services. The inter-service dependency value in evaluated considering the interservice relation and the intra-service relation that propagate the effect of a direct dependency to other system
components producing second or higher order dependencies. The authors propose two indexes, the Intra-service
dependency value ID, that is the number of internal dependencies in a service, and the Inter-service dependency
value ED for a couple of complex services x and y, where y depend on x. ED measures the number of unique
chain of dependencies between the composing services of x and the composing services of y. Higher the ED
value for a dependency that relate x and y and more critical is the role of x in the relation. The ED values
computed for a service x and all its dependency relations can be aggregated in a measure named cohesion and
give a measure of the complexity of a service.

5.3.1 Intra-/Inter- service relation based analysis
Because of its flexibility and independence on the nature of the dependency, we chose the method proposed
in [19] as a best practice to analyse a specific case study.
The notation we will use is the following. si is the service provided by system i and si = {Si, j6 where Si,j
indicates the service j participating in the composition of service si. Si,j is an internal service of system i. For
example SWU,IP is the IP networking service of the WU. The symbol “→” represent the dependency relation
between si and sj and the expression si → sj means that service sj depend on service si. A service Sij depends on
a service Shk (Sij→Shk) if Sij, to complete its task, needs data, computation or functional support from Shk.
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h and i could be the same system, in this case we talk about intra-system dependencies, or could be different
systems, therefore we talk of inter-system dependencies.
As previously mentioned the analysis approach is based on a dependency graph model.
A service dependency graph model is a directed graph G =<V, E>, where
V is a finite set of services V = {si6, 1≤i≤n (n≥2);
E is a finite set of dependencies among services E = {d1, d2, ..., dm6, and m is the number of dependencies
and m≥ 1.
Given a service dependency graph model G and two services, si→sj, we define the Service Dependency
Matrix M = [mij], 1≤i, j≤n where:
mij = ID (si) if i=j. ID is the Intra-Dependency value for service si ∈V;
mij = ED (si,sj) if exist a dependency d ∈ E such that si→ sj and si, sj ∈ V
Otherwise mij = 0.
ID (si) represents the total number of intra-service relations for service si and ED (si,sj) represents the number
of external service relation for si. ED (si,sj) counts for first order and higher order dependencies due to internal
dependencies of sj. ED (si,sj) gives an idea of how much service sj depends on sj. The criticality of a service si
is inversely proportional to the ED (si,sj) value. A general example of dependency matrix M is the following:

[

…

…

…

…

s1 s2 … snï sn
ID 0 … ED 0
s1
0 ID
0
0
s
2
M=
0 ED … ID ED
sn 0 ED
0 ID

]

Let us now discuss how to compute ED and ID. Given a service si, ID (si) depends on the intra-service
relation matrix Pi, that describes the inter service relations for si. In the same way, given two services si and sj,
ED (si, sj) depends on the intra-service relation matrix of sj and on the inter-service relation matrix Qij describing
the inter-relations between the two services.
Pi and Qij can be computed as in the following. Given a service dependency graph G, two services si, sj ∈V,
i ≠ j and a dependency d ∈ E such that si→sj. We define:
Pi = [phk], 1 ≤ h, k ≤ ni the intra-service relation matrix for service si, where phk = 1 if Sih
→ Sik; otherwise phk = 0.
Qij = [qhk], 1 ≤ h ≤ ni, 1 ≤ k ≤ nj, the inter-service relation matrix for dependency d between si
and sj. qhk = 1 if Sih has a relation with Sjk; otherwise qhk = 0.
Determined the intra-service relation matrix it is possible to compute ID (si) as in the following.
Given a service dependency graph G, a service si = {Sik6 ∈ V, 1 ≤ k ≤ ni and the intra-service relation matrix
Pi = [phk], we define the Intra-Relation as follows:
ni

IR Sik =

ȸ

pkl

l = 1OȴN

IR represents the number of services Slm that relate to element Shk within a service. Aggregating IR values
we obtain Intra-service Dependency value as follows:
ni

ID Si =

ȸ IR

Sij

j=1
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For a given service si, ID (si) represents the total number of intra-service relations for this service.
The inter-service relation value ED (si, sj) for each couple of services is determined by the following
procedure. Given a service dependency graph G, two services si, sj ∈ V, i ≠ j, a dependency d ∈ E such that
si→sj, the inter-service relation matrix Qij and the intra-service relation matrix Pj, we define the Inter-Ralation
for Sih as follows:
Qi

mi

ER Sih, sj =

ȸ q ȸ p IRUDOOKQ
hk

k=1

i

kl

l=1

where qhk ∈ Qij and pkl ∈ Pj
ER (Sih, sj) represents the number of external service elements that relate to Sih. Aggregating ER we define
the Inter-service Dependency as
ni

ED Si, Sj =

ȸ ER

Sij

j=1

ED represents the number of external service relation for si.
Now we have all the elements to compute the service dependency matrix M. A measure that aggregates IR
and ED for a given service, summarizing the dependency level on the remaining services in the system is the
cohesion, defined as follow:

C si =

1
IR si +
ni

n

ȸ ED

si, sj

j=1

is the cohesion of a service si given a dependency matrix M.
The above measures of dependency can be used, for example, to evaluate the impact of a failure on a system
component.
For a given service si = {Si,j6, j = 1..m, we define a service failure vector C = <c1, c2, ..., cm> in which cj =
1 represents a failure of the of service Si,j, otherwise, in normal working conditions, cj = 0.
The map of intra service relations for a service si allows to determine the internal propagation of a failure.
For example if we have si = {Si,1 Si,2 Si,3 Si,46 and Si,2 → Si,1 and Si,4 → Si,2 a failure on Si,1 propagates on Si,2 and
Si,4. Therefore a failure on Si,1 is described by the following failure vector C = < 1, 1, 0, 1>
Given a service dependency graph G, two services si, sj ∈ V, i ≠ j, a dependency d ∈ E such that si → sj, and
a failure vector C for si the change impact effect for si → sj is denoted as follows:

I si→sj =

1
m

m

ȸ
k=1

where m is the number of services composing si.
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6 Metrics and Test Cases
In this chapter some examples of interdependence analysis and metric estimation are reported. First a simple
topological analysis of the robustness of the Italian backbone is discussed to show the basic ideas, afterwords
more complex systems are dealt with.

6.1 A Topological Analysis of the Italian Backbone
In the present section we apply some topological metrics to evaluate dependence of the service provided by
the Italian incumbent ISP (Telecom Italia) on the macroscopic components meant as their communication
centers (data centers). The example is meant to expose the methodology introduced in the project, applying it
to a simple real case.
Consistently with the Motia approach, first question to pose is which characteristic one wants to deal with. In
this first example it will be the “coverage” that is the service availability for all users. The term “coverage” is
commonly employed to refer to the capability of a wireless network reach all potential users, that is to allow wireless
communications everywhere in the territory. It is usually measured by the percentage of the territory where the
service is available. In this case it is worth extending the term as we want to measure how many customers have
the service available and how many of them experience deny of service when some data center is lost. That is we
want to measure the customer coverage
dependence on data center operability. The
former sentences clarify the perspective.
The second step would be to represent the
system at some mathematically treatable
abstraction level. In this case we simply abstract
the network to an indirect graph which nodes
are represented by the data centers and which
links represent physical connections. All the
tools related to the graph theory are therefore
available to analyze the system.
For several reasons that have been widely
discussed in the report of activity II, the Internet
(at least at AS level) can not be geographically
referenced and only its topology can be (partly)
inferred by carefully probing the traffic on the
net. An AS is usually geographically distributed
and it employes a net spread on the territory to
allow internal communication. On the contrary,
the physical networks (OSI level one or two ie
data link level) can be, in principle,
Geographically referenced. Figure 14 shows
main features of the Phoenix network (the
backbone of Telecom Italia) as far as 2009. It is Figure 14: A pictorial representation of the “Phoenix network” that is the
worth stressing that in our very basic
backbone of the Italian incumbent carrier "Telecom Italia".
The 45 main data centers are represented by dots while the physical
conceptualization the differences in the data
connections are represented by green or orange lines depending on the
center capabilities and in the cable connection
bandwidth capability. Green lines represent 10GB/s connections while
bandwidth capacities are not taken into account.
orange ones represent 2.5 Gb/s connection
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The third step step consists in defining a performance index (PI) measuring the desired quantity (in the
present case the “coverage”). In this case an index is simple introduced as the number of centers that can
communicate each other. Other more refined indices can be introduced such as the number of customers pairs
that can communicate. If the network consists of N0 connected data centers, the maximum value for the former
parameter is just the number of pairs C:
C0 = N0 (N0 − 1) / 2

(2)

Through the performance index one may introduce a QoS estimator. This is simply achieved normalizing
the performance index by its maximum value corresponding to the completely operable system:
QoS =

C
N 1ï
=
C0 N0 N0ï

(3)

Where N is the total number of operable and connected data centers. When all the data centers are connected
each other, the QoS is unitary (full satisfaction); while when no center can communicate the QoS vanishes (full
dissatisfation).
The next step consists in disturbing the system. A disturbance is a change in the system operating conditions
that implies significant changes in its functioning. Since we are dealing with the users reachability only, the
worst conceivable event involving a single center is its total inoperability. If we were dealing with integrity or
confidentiality issues, other events such as hidden intrusions could be more relevant.
Therefore the simplest single component analysis consists in removing a center from the net and measuring
the new connectivity of the infrastructure. The metric for dependence in this case will be:
2 Connected Pairs of Centers
Dep i = ïQoS system without the center i =ï
N0 N0ï

(4)

As it is evident, the metric fulfills the required constraints of positivity and unitarity as it ranges the [0,1]
interval. If all centers became isolated upon the inoperability of the i-th center (star topological configuration),
no pair is connected and the Dep index reaches the unitary value. On the other hand, in the trivial case, when
the i-th center inoperability influences only users directly connected to itself the dependence index does not
vanish, but reaches a minimum value:
Depmin i  ï

N ï
2
N0 ï N0 – 2
 ï 0
=
N0 N0 ï
N0
N0

(5)

The defined dependence index represents a metric for dependence of the coverage on a single data center;
it allows a ranking of the centers in a net. When the net is “N-1 robust” all the centers exhibit a common
dependence value (2/N) and therefore the single fault analysis is trivial. The Telecom Italia network, as those
belonging to all incumbent carriers in Europe) is N-1 robust. This extremely simple example just illustrates the
Motia methodology. The analysis is not meant to measure the real net capabilities, but to describe a single
component dependence analysis. Measuring the real performances would involve the analysis of other
characteristics such as the bandwidth capacities and possibly component reliabilities.
As already mentioned, the backbones of the incumbent ISP providers are “N-1 robust” and hence the
previous analysis lead to totally trivial results, as no connection is relevant and no data center loss influences
the others. To achieve more useful indices a second order analysis is required. One has to remove pair of nodes
or links and observe the resulting QoS. The former analysis has been performed on the backbone of Telecom
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Italia, which network in shown in Figure 14. Table 5 reports dependence index on pairs of inoperable centers
for non trivial cases. The other pair removals lead to a trivial dependence index:
Dep0 ï

N ï Nï
0.09
N 1ï 1

(6)

Center

Center

Pairs

Dependence
(%)

Parts

Size I

Size II

Size III

Size IV

TO

GE

1640

0.86

4

1

1

1

41

PD

VR

1352

0.72

4

1

1

5

37

VR

TN

1640

0.86

4

1

1

1

41

PI

RM-S

1488

0.78

4

1

1

3

39

RM-S

RM-I

1562

0.83

4

1

1

2

40

RM-S

SS

1640

0.86

4

1

1

1

41

RM-S

CIVI

1640

0.86

4

1

1

1

41

RM-S

GR

1562

0.83

4

1

1

2

40

RM-I

BA

1640

0.86

4

1

1

1

41

RM-I

CA

1640

0.86

4

1

1

1

41

PE

BA

1640

0.86

4

1

1

1

41

NA

LAME

1562

0.83

4

1

1

2

40

NA

SCAL

1640

0.86

4

1

1

1

41

LAME

PA

1562

0.83

4

1

1

2

40

LAME

CT

1418

0.75

4

1

1

4

38

LAME

ME-S

1640

0.86

4

1

1

1

41

LAME

SA

1640

0.86

4

1

1

1

41

PA

CT

1640

0.86

4

1

1

1

41

PA

ME-N

1640

0.86

4

1

1

1

41

CT

SCON

1640

0.86

4

1

1

1

41

POME

GR

1640

0.86

4

1

1

1

41

Table 5: Dependence analysis of the italian backbone network. The labels refer to the Italian cities closer to the data center.

It is worth noting that only 15 cases out of 942 possible pair removal lead to additional lost of center
connections. This means that the infrastructure is 98.5% “N-2 node robust”. We hope and reasonably that the
future European Backbones will be designed to be full “N-2” robust.
Performing the same analysis on removals of link pairs, one obtains no connection lost for all but 16 out of
5460 possible cases. This means that the net is 99.7% “N-2 links robust”. The 16 special cases are reported in
Table 6.
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Link

Link

Reachable
Pairs

Index

Parts

Size I

Size II

TO

SV

GE

SV

1806

0.95

2

1

43

BZ

TN

BZ

VR

1806

0.95

2

1

43

RM-S

CA

RM-I

SS

1724

0.91

2

2

42

RM-S

CA

SS

CA

1806

0.95

2

1

43

RM-I

SS

SS

CA

1806

0.95

2

1

43

RM-I

NOLA

NOLA

BA

1806

0.95

2

1

43

RM-S

POME

CIVI

GR

1724

0.91

2

2

42

RM-S

POME

CIVI

POME

1806

0.95

2

1

43

PE

FG

BA

FG

1806

0.95

2

1

43

NA

SA

LAME

SCAL

1724

0.91

2

2

42

NA

SA

SCAL

SA

1806

0.95

2

1

43

LAME

ME-N

ME-N

ME-S

1806

0.95

2

1

43

LAME

SCAL

SCAL

SA

1806

0.95

2

1

43

PA

MAZZ

CT

MAZZ

1806

0.95

2

1

43

CT

LOCR

LOCR

SCON

1806

0.95

2

1

43

CIVI

GR

CIVI

POME

1806

0.95

2

1

43

Table 6: Link robustness analysis. The 16 critical cases. The pair of labels refer to the data centers connected by the removed link

6.2 A Metric for epidemic Immunization
A node of a net may experience a fault for many different reasons. Hazards, ageing and human faults
represent very common origins of faults. As stated many times in the text, the fault may also have a software
or a cybernetic origin. As a variation to the hardware fault, software faults are not confined to a single machine
affected by the undesired event, but may propagate to others.
The simplest example of software fault is the human insertion of wrong data. Upon data communication
the wrong value spreads to all applications and humans employing them. In some cases the data transmission
occurs as a consequence of deliberate queries, but in other cases the data are diffused automatically to other
computers that are supposed to use them. The typical example of the first case may be represented by a
newspaper on the net, while the second may correspond to a telenews broadcast. The deployed data may also
be part of more important services such as in the case of the errors on public registers of the DNS that may
result in tremendous problems. In particular deliberate changes in the public registers or any table devoted to
the IP resolving process may undermine the confidentiality of data or lead to deny of service. The Domain
Name System (DNS) represents one of the most important services in the Internet. As such it represents an
elective target for malicious attacks and therefore a vulnerable point of the whole system.
As can be seen by the previous examples, the poisoned information diffuses along different nets according
to different diffusion mechanisms. When a false information is downloaded from a site it passes through a
(possibly huge) set of servers and devices which are not affected by the transit.
The previous examples do also extend to old (yet still active) ICT means such as the ordinary mail or the
“pass the word”.
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A very special type of poisoned information (source) is represented by the “malware”. The malware is wide
term indicating undesired executable codes having the capability to run on platforms against the will of the
owner. As for the previous examples, malwares usually pass through several devices without compromising or
even perturbing their functionality. Typical means by which viruses diffuse is the e-mail service or site
downloads. To contrast the effects of dangerous malware, institution of different types have been endowed with
Computer Emergency Response Teams (CERT). The CERTs form a network to devote coordinated efforts and
provide mutual assistance. Large Software producers continuously provide patches to the Operative Systems
and to their software to deal with novel attacks and malwares.
Each malware exhibits its own propagation mechanism and therefore the topology of the net where it
propagates is not universal. The knowledge of the Internet topology at AS level or at physical or IP level, does
not allow to infer the topology of the net the malware propagates on. When the malware propagates by e-mail
the topology of the social network is typically involved in the propagation.
The net topology highly influences the epidemics of the malware. The few notes reported here just represent
a brief presentation of the basic ideas, the reader may refer to [23] for a general treatment.
Epidemics have been studied regardless of their application. One of the first milestones was posed by W.O.
Kermack and A.G. McKendrick in 1927 that introduced the so called “SIR model” [25]. Their original model
represents the basis for several analytic extensions. At each time, the possibly affected “population” (in our
case computer) is divided into three groups corresponding to three different states of each member:
• Susceptibles (S(t)) are the members of the population (in our case physical devices) that may potentially
host the infection but are not yet infected by the malware (in the original version the desease). The number
of such members at a given time t is indicated by S(t).
• Infected (I(t)) are the members of the
population hosting the infection and
potentially capable to spread it. The
number of components belonging to such
a category at a given time t will be
indicated by I(t).
• Recovered (R(t)) is the compartment used
for those individuals who have been
infected and then recovered from the
Figure 15: Pictorial representation of the three different states of a
computer
during an epidemics. S refers to the “Scusceptible” state (blu);
disease thus acquiring immunity. The
I refers to the “Infected” state (red) and R refers to the refractory
number of components belonging to such
or recovered state (golden).
a category at a given time t will be
indicated by (t).
The three categories correspond to the three possible states of a single member: S, I and R. It is worth noting
that susceptible may evolve to infected only and infected to refractory only.
The simplest model consist in assuming a probability of contagious (malware propagation) proportional to
the number of both infected and susceptible devices while assuming a recovery rate for the infected:



dS ïơSI
dt
dI ơSI ïƢI
dt
dR ƢI
dt

(7)

The former equations assume several hypotheses: any susceptible device has the same probability rate (beta)
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of being infected by any other; all recovered devices can not be infected twice by the same malware and the
share a common recovery rate (gamma).
When the number of devices is kept constant in the time, the conservation law holds:
S + I + R = cost

(8)

Several conclusions may be driven from the equations, one of the most important is that the epidemics
spreads when beta/gamma S is greater than one; while it exponentially decreases otherwise. Therefore the
epidemic spread depends on the ratio of the two rates involved in the process:
Ƣ
def
R=  ;
ơN

(9)

if s0 represents the initial fraction of susceptible nodes, s0 = S/N.
Ƣ
def
Rth = 
ơN

= s 

th

0

(10)

When R is less than one (the infection rate dominates the recovery) the infection spreads; while for R larger
than one the infection is limited.
Depending on the topology of the net, the infection rate may diverge with the size of the system or not; if
the infection rate tends to vanish for large N, that is if the number of contacts among members is kept finite,
the threshold remains finite; whereas, if the number of contacts grows with the size, the threshold vanishes and
the infection spreads regardless of the recovery rate.
It is worth noting that the former equations represent a deterministic evolution of the number of members
in a status. Models of such type are often referred to as “deterministic models”. Similarly to the Poisson decays,
the deterministic equations represent an average behavior that mimics the microscopic one, when the number
of members tends to infinite, the average quantities tend to reduce their fluctuations and the deterministic
models are expected to work.
The SIR model represents a prototype of all deterministic models, several variations can be introduced
depending on the problem one is facing. If the recovery process brings back to a functioning but susceptible
state, that is if immunity is not achieved upon healing, the model reduces to a two population system and it is
consistently named SIS. When the population is constant, this simple model is described by a single equation:
dI ïơ I 2 + (N ơïƢ) I
dt

(11)

Or suitably scaling the time (τ = t β):
d i Ʋ  i Ʋ 2 + ïƢơN i Ʋ
dƲ

(12)

The former equation has two different stable equilibrium points, one for all healed (susceptible) members
for (R >1) and one with a finite fraction of infected members. In the first case the epidemics extinguishes, while
in the second case it becomes “endemic” and the infected population exhibits an average stable value:
ieq = Ieq / N = 1 − γ / (βN) = 1 − R

(13)

As for the SIR model, R represents the “order” (or regulatory) parameter. The model is exactly solvable
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(14)
t

Figure 16 shows the typical
behavior of two systems below and
beyond the threshold. When the
infection rate is larger than the
recovery
rate,
the
system
experiences an exponential growth
followed by a saturation; the
epidemics never lasts and the
average infected populations
achieve an asymptotic value. On the
other hand, when the infection rate
is smaller than the recovery rate a
simple exponential damping is
observed and the system and the
epidemics is eradicated.
The deterministic approach
works for very large (infinite)
Figure 16: Typical evolutions of a SIS epidemics. The infected fraction
systems, Finite size (that is real)
of population is shown as a function of time for two different systems
beyond (R=1.1) and below (R=0.2) the threshold.
systems can not be treated at
deterministic
level
as
the
fluctuations around the average behaviour are significant and stochastic models are preferred. In other words,
the properties on trajectories may significantly differ each other. In this case the real network of potentially
infected computer is conceptualized to a graph of nodes and their undirected links. Each node has a probability
rate of healing and each link has a probability rate to propagate the infection. The under-laying stochastic
process is a Markov continuous process with transition probabilities given by the following equations:



T  S, Î → 6,ï  Ƣ,
T  S, I → 6ï,  ơ6,
T  S, I → S, I  ïơŌ,ïƢ,
T  S, Î → else = 0

(15)

The averages of the stochastic variables follow the deterministic SIR equations:



S t = E Ō t 
I t = E I t 

(16)

The control parameter of the stochastic process is still the ratio of the infection and the recovery rates;
however in the stochastic approach, only probability inequality for the outbreak process can be derived [24].
Kephart and White [26] proposed that the infection rate ( β ) can be (in the average) approximated as it were
proportional to the average degree of the nodes:
β = β0 〈deg〉

(17)

Under this hypothesis the threshold becomes:
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(18)

To move a step beyond, Pastor-Satorras and Vespignani [27] observed that the dependence of the infection
rate on the network topology is usually more complex and divided the population according to their degree. By
that means and assuming that the probability of being infected is proportional to the degree of a node, they
obtained a better approximation for the threshold:
ơ0
µdeg¶
=
ƣ th µdeg2¶

(19)

In general the threshold derived by deterministic epidemic equations depends on the topological properties
of the network they represent. A proper discussion of the problem can be found in [28].
Generally speaking one may model the Internet as a set of nodes linked by a suited topology (depending on
the diffusion mechanism). Disregarding the origin of the connection, in general one may conceptualize the net
as a set of mutually infectable devices. The evolution of the net may be seen as a Markov process where only
linked nodes may change their state due to mutual contagious or self-recovery. Generally speaking the former
model is solvable (as well as its discrete Markov chain counterpart), but solution requires diagonalization of
the transition matrix, consisting of MN xMN components; where M is the number of states for each device (3 for
the SIR model) and N is the number of devices. Therefore approximate solutions have been given to the
problem. Among others, Wang’s solution is worth mentioning that relates the epidemic threshold to the
maximum eigenvalue of the adjacency matrix (possibly endowed with different weights corresponding to a
different degree of infectability). Following Wang et al. [29] the theoretical threshold may be estimated by
that maximum eigenvalue that measures the “easiness” for the epidemics to propagate on the net and represents
the topological threshold for epidemic spread:
ƣ = 1
ơ0 th ƪmax



(20)

Following our general methodology, the estimate of the epidemic threshold allows to introduce a dependence
index based on the variation of the maximum eigenvalue upon a node removal:
ƪimaxïƪPD[ï1 ƪmaxïƪimax
=
ƪmaxïƪmax-1ƪmaxïƪmax-1

Sdep i = 1ï
def

(21)

where lmax and lmax-1 are the highest and the second highest eigenvalues of the adjacency matrix. Due to the minmax theorem, limax may assume values only between the highest eigenvalue and the second highest eigenvalue;
therefore the introduced index lays in the [0,1] range. As such it fulfills the constraints for our metrics of
dependence. We will refer to the former novel index as “topological spectral dependence”. In this case, the
index measures the dependence of the (estimated) epidemic threshold on a transmission device. When Sdep
vanishes, the threshold does not change upon the node removal and hence the node does not play any relevant
role in the epidemics diffusion; therefore its possible immunization can not mitigate the diffusion process. On
the other hand, when Sdep is unitary the node is central to epidemics spread and its immunization produces the
highest allowed mitigation to the malware diffusion process. Intermediate values correspond to the partial
dependence on a component. The Sdep parameter may provide a ranking for the effectiveness of component
immunization in a network.
As can be seen from the previous example, very different performance indices can be employed to define
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a “dependence” (in the former case the maximum eigenvalue of the adjacency matrix), depending on the
selection of perspective (that is the performance index) different metrics are obtained.
It is worth stressing that the former index (Sdep) represents a new parameter to measure dependence of a
network on its components. The authors and the Motia participants in general, have payed attention to report
on established techniques (and best practices) only and, in principle, the (Sdep) may represent an exception.
Nevertheless it just represents a variation of another topological index introduced by Restrepo et al. [31] named
“dynamical importance” employed by the authors to measure relevance on a node with respect to control of
dynamical processes on a net. The original index was:
SDI i =

def

ƪmaxïƪimax
ƪmax

(22)

that differs from ours for the normalization and, more relevantly, for its interpretation: in our case it is related
to the epidemic threshold while it was originally conceived for net controllability. For a practical application
of the SDI index one may see reference [30],
where the electrical system of the “Roma
area” is dealt with.
Here we have adapted the index to
improve the normalization (the original
Restrepo’s parameter [31] does not span the
[0,1] range) and to focus on epidemics spread.
Figure 17 shows the calculated spectral
dependencies of the Italian Internet at AS
level upon immunization of the different AS.
The topology of the Internet at AS level may
represent an approximate propagation net for
worms moving from a gateway to another.
Here it is selected as an example. The
immunization of the most relevant AS results
Figure 17: The spectral dependence of the Italian Internet at AS level.
into a lowering or the epidemic threshold of
Immunization of the highest ranked AS does not exceed an 8%
improvement of the epidemic threshold. The inset shows the same
about an 8%, that corresponds to an absolute
ranking in the semi-log scale.
value of about 4%. It is worth stressing that
the immunization of a single AS does not
change the epidemic threshold for the
majority of AS.
In the Italian Internet (at AS level), as for
many scale free networks, the Sdep’s exhibit
a gap between the highest value and the
second highest one. Moreover, the majority of
values tend to almost vanish. This implies that
the majority of AS can not slow the epidemics
alone and the unilateral immunization of each
of them is irrelevant, while there are special
AS that may autonomously lower the
epidemic threshold. The Figure 18 shows the
histogram of the Sdep distribution for the Italian
Figure 18: Histogram of the Sdep distribution for the Italian Internet
case, where the effect is evident.
at AS level. The inset reports the same data in the semi-log scale.
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Along with the Motia project, the influence of the assortativity on the epidemic threshold has been deeply
analysed [33]. It resulted that assortative networks exhibit lower epidemic threshold and therefore they are less
robust against infections.

6.3 The Web based application scenario
To show how application level dependencies can be evaluated using the state of the art metrics we decided
to use an example driven approach.
In the following we propose a typical Service Computing (SC) scenario where an Application Service
Provider (ASP) exposes a service, implemented by a distributed application, composed using different services
(see figure 19).
We chose this scenario
because it is technology
independent, that is it works both
in traditional web application
scenario and in a cloud
computing Software as a Service
(SaaS) scenario, and it is
transnational in nature that is the
best practice to design,
implement, deploy and manage
such systems do not depend on
the country where the ASPs are
Figure 19: The service computing use case
located.
We suppose the application is
accessible using a standard web interface. The application logic composes software modules and web services
running on the ASP platform or provided by third parties (other ASPs).
The end user, a Web User (WU), accesses the application from a remote location. For our evaluation there
are no difference if the user employs a mobile devices or not.
Each ASP and the end user reside in independent Autonomous Systems (ASs) and use the global Domain
Name System (DNS). We suppose the autonomous systems are managed by independent Internet Service
Providers (ISPs).

6.3.1 The detailed system model
In the proposed model system we adopt the everything-as-a-service paradigm, that is every functionality
exposed by a system to another system or by a system component to another system component (internal or
external the system) is treated as a service.
As previously introduced the systems considered are the ASP, ISP, WU and global DNS. These systems are
composed by many components working at different levels. In the specific we identify:
• The infrastructure level, that includes hardware and operating system components on which the system
relies;
• The Internet level, that includes the system components implementing the IP, DNS and other
communication protocols;
• The application level, that includes all the component needed to implement the distributed application (e.g.
the end user service). Here are considered not only the software components implementing the end user
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service functionalities but also the platform needed to run the application (e.g. the JVM or servlet engine
or BPEL engine, etc…).
System
ASP
ISP
WU
DNS

Services

Infrastructure

Internet

FLB, BLB, SLB

X

X

FE, BE, SS

X

X

DNS, IP, DHCP

X

X

BR

Application

X

X

SR, IP, OS

X

X

ROOT, TLD, ANY, AUT

X

X

Table 7: Services and related operation level. Acronyms are defined in the text.

All the systems we considered of course have components working at infrastructure level and Internet level,
while could not have components working at application level. For example the ISP provide only infrastructure
and Internet level services, as the DNS. Table 7 shows the operation level of the services considered.
In what follows we give a detailed description of the model adopted for the four system considered.

6.3.1.1 The Application Service Provider
We suppose the ASP adopts a multilayer architecture, as shown in Figure 20. The components we consider
are the following:
• A front end load balancer node (FLB)
• A pool of front end server (FE) running
a http server (e.g. apache httpd)
• A pool of backend servers (BE) running
the application server that is in charge to
process and execute the application logic
• A pool of storage and database servers
(SS). The DB and storage server are
replicated and synchronized
• A back end load balancer (BLB) in
charge to distribute the requests from the
front end to the back end servers
(optional)
• A storage area load balancer (SLB) in
charge to distribute the requests from the
back end servers to the DB/storage layer
(optional)
The load balancer component works at
Internet level, while the servers work at
Figure 20: Architecture of the application service provider
application level. Obviously all the
components rely on a infrastructure we
suppose reside on the same datacenter.
Each server (FE, BE, SS) has different components grouped in three macro areas: hardware and operating
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system (OS), Networking services (IP routing and DNS), application logic (the httpd, the application server,
the DBMS etc…).
Summarizing, the ASP components exchange services as described in the following:
1 The FE offers the http service to the application or web service client that can beend users or other ASP.
2. The BE offers the application logic servicethat is, on the back-end runs the applicationlogic of the
distributed application and thecomposing services. Alternatively orconcurrently on the BE run web
servicesused by the owner ASP or other ASPs.
3. The SS offers storage and/or database services to the application logic.
4. The FLS offers balancing services to the enduser
5. The BLB offers balancing services to the FEservers
6. The SLB offers balancing services to the BE servers

6.3.1.2 The Internet Service Provider and Autonomous System
An ISP controls and manages one or more AS.
The ISP infrastructure is composed by many
components offering different services (see Figure
21). For the complexity of the system we directly
abstract the macro services of interest for this study
without considering the hardware and software
components used to implement it. We will consider:
• DNS services, for internal usage and offered to
ISP customers
• DHCP services, offered to ISP customers
• IP routing services, for internal usage (e.g. of
support for DHC and DNS) and offered to ISP
customers

6.3.1.3 The Web User

Figure 21: Service managed and offered by an ISP

The web user (see Figure 22) is a web client, and
independently from the platform used is
characterized by the following components:
• The web browser
• The stub resolver
• IP routing
• The operating system
The stub resolver offers DNS service to the web
browser. The IP routing offer its service to the stub
resolver and also to the web browser. The OS offers
its service to all the other components.

Figure 22: The web user architecture
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6.3.1.4 The global Domain Name System
The global DNS is a complex,
world wide distributed system. It is
composed of hundred of thousands
servers all over the world controlled
by different entities. Grouped by
functionalities we have (see Figure
23): the Root servers (ROOT), the
Top level domain (TLD) servers, the
Authoritative Name Server (ANS)
for a specific zone, the anycast
Name Server operator (ANY) (e,g,
Open DNS, Google DNS,
Community DNS, etc…). ROOT
and ANY serve the WU, the ASP
and potentially the ISP (if DNS
services are outsourced).

Figure 23: The global DNS architecture and model

6.3.2 Dependencies description
In the following we describe the dependencies of each of the actors we consider, that is:
• Dependencies of the web user on ISP and ASP infrastructure and services
• Dependencies of the web user on Global DNS
• Dependencies of the ISP on the DNS
• Dependencies of the ASP on the ISP, other ASP and the global DNS
The notation we will use is the following: si is the service provided by system i and si = {Si,j6 where Si,j
indicates the service j participating in the composition of service si. Si,j is an internal service of system i. For
example SWU,IP is the IP networking service of the WU. The symbol “→” represents the dependency relation
between si and sj and the expression si → sj means that service sj depends on service si. A service Si,j depends on
a service Shk (Si,j →Shk) if Si,j, to complete its task, needs data, computation or functional support from Shk. h
and i could be the same system, in this case we talk about intra-system dependencies, or could be different
systems, therefore we talk of inter-system dependencies.
Dependencies, on the basis of the detailed classification proposed in the report of Activity I of the Motia
project19, are caused by:
• The exchange of data
• The execution of functionalities needed to properly accomplish a task or to support the execution of a task.
Table 8 show the service we consider and the related notation used in the remaining of the section.

19 Available at www.motia.eu
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Service (extended notation)

Notation (short)

Description

sWU

s1

Web User (WU)

SWU, BR

S1,1

WU browser

SWU, SR

S1,2

WU stub resolver (the DNS service a the WU)

SWU, IP

S1,3

WU IP routing service

SWU, OS

S1,4

WU operating system services

sASP

s2

Application service provider (ASP)

SASP, FLB

S2,1

ASP front-end load balancing service

SASP, BLB

S2,2

ASP back-end load balancing service

SASP, SLB

S2,3

ASP storage and database load balancing service

SASP, FE

S2,4

Service exposed by the ASP front-end server

SASP, BE

S2,5

Service exposed by the ASP back-end server

SASP, SS

S2,6

Service exposed by the ASP storage and database server

sISP

s3

Internet Service Provider (ISP)

SISP, DNS

S3,1

DNS service exposed by the ISP

SISP, DHCP

S3,2

DHCP service exposed by the ISP

SISP, IP

S3,3

IP routing services exposed by the ISP

sDNS

s

Domain Name System (DNS)

SDNS, R

S4,1

Root naming service

SDNS, TLD

S4,2

Top level domain naming service

SDNS, ANY

S4,3

Anycast operator Naming service

SDNS, ANS

S4,4

Authoritative Naming service

4

Table 8: List of services used in the case study

As mentioned in Section 5.2 system dependencies can be described using a dependency graph. Figure 24
shows the inter-systems dependency graph for our case study. Concerning the inter system dependencies is
possible an analogous representation. For example,
Figure 25 shows inter and intra service relations for
the ISP and WU.
According to the dependency analysis method
described in Section 5.3 , the dependencies of our
system are described by the intra-service relation
matrix and inter-service relation matrix shown in the
following. Intraservice relations are shown in Table
9 -Table 12 and the inter-service relationships are
shown on Table 13 -Table 18.

Figure 24: inter-systems dependency graph for ourcase study
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SWU,BR

SWU,SR

SWU,IP

SWU,OS

SWU,BR

0

0

0

0

SWU,SR

1

0

0

0

SWU,IP

1

1

0

0

SWU,OS

1

1

0

0

Table 9: Intra-service matrix for the Web User
PISP

SISP,DNS

SISP,DHCP

SISP,IP

SISP,DNS

1

0

0

SISP,DHCP

0

0

0

SISP,IP

1

1

0

Table 10: Intra-service matrix for the Internet Service Provider

PDNS

SDNS,R

SDNS,TLD

SDNS,ANY

SDNS,ANS

SDNS,R

0

0

1

0

SDNS,TLD

1

0

1

0

SDNS,ANY

0

0

0

0

SDNS,ANS

0

1

1

0

Table 11: Intra-service matrix for the Domain Name System

PASP

SASP,FLB

SASP,FE

SASP,BLB

SASP,BE

SASP,SLB

SASP,SS

SASP,FLB

0

0

0

0

0

0

SASP,FE

1

0

0

0

0

0

SASP,BLB

0

1

0

0

0

0

SASP,BE

0

1

1

0

0

0

SASP,SLB

0

0

0

1

0

0

SASP,SS

0

0

0

1

1

0

Table 12: Intra-service relation matrix for the dependency ASP

QISP,WU

SWU,BR

SWU,SR

SWU,IP

SWU,OS

SISP,DNS

0

1

0

0

SISP,DHCP

0

0

1

0

SISP,IP

0

0

1

0

Table 13: Inter-service relation matrix for the dependency ISP → WU

QISP,ASP

SASP,FLB

SASP,FE

SASP,BLB

SASP,BE

SASP,SLB

SASP,SS

SISP,DNS

0

0

0

1

0

0

SISP,DHCP

0

0

0

0

0

0

SISP,IP

1

1

1

1

0

0

Table 14: Inter-service relation matrix for the dependency ISP →ASP
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SASP,FLB

SASP,FE

SASP,BLB

SASP,BE

SASP,SLB

SASP,SS

SDNS,R

0

0

0

1

0

0

SDNS,TLD

0

0

0

1

0

0

SDNS,ANY

0

0

0

1

0

0

SDNS,ANS

0

0

0

1

0

0

Table 15: Inter-service relation matrix for the dependency DNS → ASP

QDNS,ISP

SISP,DNS

SISP,DHCP

SISP,IP

SDNS,R

1

0

0

SDNS,TLD

1

0

0

SDNS,ANY

1

0

0

SDNS,ANS

1

0

0

Table 16: Inter-service relation matrix for the dependency DNS → ISP

QASPj,ASPi

SASPi,FLB

SASPi,FE

SASPi,BLB

SASPi,BE

SASPi,SLB

SASPi,SS

SASPj,FLB

0

0

0

1

0

0

SASPj,FE

0

0

0

1

0

0

SASPj,BLB

0

0

0

1

0

0

SASPj,BE

0

0

0

1

0

0

SASPj,SLB

0

0

0

0

0

0

SASPj,SS

0

0

0

0

0

0

Table 17: Inter-service relation matrix for the dependency ASPj → ASPi

QASP,WU

SWU,BR

SWU,SR

SWU,IP

SWU,OS

SASP,FLB

0

0

1

0

SASP,FE

1

0

0

0

SASP,BLB

0

0

0

0

SASP,BE

0

0

0

0

SASP,SLB

0

0

0

0

SASP,SS

0

0

0

0

Table 18: Inter-service relation matrix for the dependency ASP → WU

6.3.3 Dependency analysis
The dependency analysis is carried on using the method described in Section 5.3.1 . In the specific we
compute the following dependency indexes:
• ID (si), the intra-service dependency value for each service, and
• ED (si, sj), the inter-dependency value for each couple of services.

70

M O T I A - Modelling Tools for Interdependence Assessmentin ICT Systems

Chapter 6 -Metrics and Test Cases

Applying ID(si) definition to the set of intra-service relation matrix defined in Table 9 - Table 12 we obtain
the following Intra-service dependency values:
Service

ID (si)

sWU

5

sASP

7

sISP

2

sDNS

5

Figure 25 shows the dependency graph for sWU and can be easy verified that IR measure the number of
internal system relation, that is 5.

Figure 25: ISP - WU inter-/intra-system dependencies

Applying the definition of ED(si, sj) to the set of inter-service relation matrix defined in Table 13 - Table 18
we obtain the values for the inter-service relation, reported in the following table:
Dependency

ED(si, sj)

ISP → WU

5

ISP → ASPi

6

ISP → DNS

4

DNS → ASPi

8

ASPi → ASPj

8

ASP → WU

2
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Finally, putting together all the elements, it is possible to obtain the dependency matrix M:

M=

WU

ASPi

ISP

DNS

ASPj

5

0

0

0

0

WU

2

7

0

0

8

ASPi

5

6

2

4

6

ISP

0

8

0

5

8

DNS

0

0

0

0

7

ASPj

Table 19: The dependence Matrix.

The ED values highlight that the ASPi strongly depends on the ISP, DNS and ASPj that constitute the
infrastructure needed to provide the final service to the WU. Also the WU depends more on the infrastructure
that on the final service.
To explain in details what really ED and ID values mean we consider the ISP → WU dependency. Figure
25 shows what are the inter and intra service relation. Red lines represent the chain of dependencies due to
inter-relation and intra relation. ED (ISP,WU) value represent the number of dependencies chains (without
repetition).
The last dependency measure we propose is the Cohesion, as defined in Section 5.3.1 the following table
show the results
Service

Cohesion

WU

1.25

ASPi

2.83

ISP

7.66

DNS

7

ASPj

1.16

Cohesion aggregates the inter-and intra-service relations of each service in the system under study. As
expected from the ID and ED values the ISP and DNS, that together constitute the infrastructure on which rely
the other services, show the higher value of cohesion.
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7 Exploitation activity, project Assessment and Dissemination

7.1 The European contest
The European Area and the developed countries in general, share the advanced technologies that allow our
standards of life. Any innovation from any side widespread all over the world in months. The ICT sector does
not represent an exception to the rule and in fact the devices employed all over Europe are produced by the
same vendors and provide full compatible services.
The Motia consortium is composed by all Italian partnerns and this, in principle, could lead to some bias on
the approach to the problem of interdependencies. Nevertheless, due to the universality of devices and technical
implementation of the services and the European perspective of the authors the results achieved in the project
and presented in the reports are expected to be free of such biases.
Moreover all technological partners of the project belong to European organizations (such as the Eur-IX for
the XP’s) and have continuous interactions with the rest of Europe. Therefore, the results of the project are
expected not to be confined to an Italian perspective, but have a general character.
Not only the infrastructures are similar in Europe, but also asset owners’ configuration. In the majoriy of
countries the physical infrastructure mostly originated from former national monopolistic operators and the
proliferation of new operators is a result of the antitrust laws enforced by the State Members. Generally
speaking, the largest of the new ISP’s own their backbone and employ the “last mile” of the former monopolistic
operator to provide access to the customers. Some of the ISP have also supported the cost of cable laying to
cover also last mile by means of their own assets. Moreover during last years the wireless communication have
experienced a huge development and now, for several people, it represents the primary means to achieve access
to the communication networks.
This is the situation in Europe and it is perfectly reflected in Italy. The use of the technological tools and
their penetration in the different countries may be different, but the general picture is the same. Due to basically
logistic problems the exploitation and the consequent project assessment has been achieved by direct interaction
with the Italian public and private organizations. Due to the former considerations the results are expected to
export at European scale.

7.2 Background
Interdependency among critical infrastructures has been investigated by several disciplines with the use of
a wide range of methodologies [32], [34], [35] and [36]. Most of the studies have been realised with the support
of quantitative methods and approaches and techniques derived from several different scientific fields:
complexity science, modelling, networking, graph theory, simulation approach. Very few studies have been
realised by investigating Critical Infrastructure using a “qualitative research” approach and focussing on the
more social and human factors related issues. In this chapter we present the results of an empirical research
study realised by using qualitative techniques – brought from social science methodologies – to investigate the
“end user experience” of the critical infrastructure in the context of Information and Communication services
and technologies (including telecommunication services, broadcasting systems, software hardware and networks
for Internet service deployment).
Apart from being a technical system composed of many technological components, an information critical
infrastructure is also a social and organisational system built on the attitudes and behaviour, choices and
strategies, expectations and needs of the organisations and the people that are part of such infrastructures. This
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means the system operates not only according to technical provisions and system performance happenings, but
also according to constraints imposed by the social and organisational environment [37]. For instance, the
delivery of Internet-based services by a bank requires, not only a well-built ICT infrastructure, but also a number
of related issues that have impact on the ICT infrastructure behaviour as well as the bank service provision
itself: the compliance with the national (and if the case international) regulation; the know-how of the technical
personnel in charge infrastructure to the set-up and maintenance from the Internet Service Provider side, as
well as the technical personnel working in the bank; the characteristics of the service level agreement between
the telecom operator or other services provider (e.g. cloud hosting services); type and characteristic of the
strategies that the bank has decided to implement to recover the system in case of failure (no strategy,
redundancy, quick time recovery, etc.), and many other aspects that might affect the interdependencies
characteristics, behaviour, performance of the Critical infrastructure.

Figure 26: The typical scheme to represent a critical infrastructure as a socio-technical system (Little, 2004) [38]

In this view the Motia project has fulfilled the need for a holistic approach in the investigation of Critical
Infrastructures by developing a number of methodologies that consider the Critical Infrastructures
Interdependencies from different perspectives (European Comm [1] and [41]). The work was designed according
to the representation of the Critical Infrastructure as a social-technical system (Figure 26) and taking this view
to assess the Infrastructure characteristics; in particular in this chapter we have reported on an activity pondering
the end user experience – considering as end users organisation that make a significant use of the ICT Internet
based services and systems – in relation to the Social system, the technical system as well as the Human Actor
aspects (see Table 21) as main elements of the social-technical model.

7.3 Running the interviews
7.3.1 Methodology
The qualitative research activity has been designed to collect, investigate, analyse and define the needs and
characteristics of the Motia potential target groups (end-user of the ICT infrastructure) in order to better define
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the Motia project objects and to support the on-going R&D activities. The work -realised and coordinated by
CASPUR with the support of ENEA – has been performed through the realisation of a number of qualitative
in-depth interviews with experts and representatives of selected organizations. The criteria for selections was
the extensive and massive use of the ICT infrastructure for deploying their services to internal structured
personnel or to external clients.

7.3.2 Profile of the users and target groups
The qualitative methodology (in-depth interviews) employed within the Motia project has been used to
support and improve the development and implementation of the Motia methodology as well as developing
hypotheses for future research in the area of Critical Infrastructures by analysing users needs and feedbacks on
technologies, services with regard to Information and Communication Technologies infrastructure.
The participants involved in the qualitative research and interviewed (usually lasting for 1,5 -2 hours) have
been managers and decision makers belonging to organisations and companies (from both private and public
sector) that make an extensive use of the ICT infrastructure, technologies and services. During the interview
they have provided their view (at both personal and high level) on the project and methodology, and ICT
infrastructure “usage experience”.
The data obtained through the in-depth interviews has been gathered and analysed to identify the impact,
reaction, needs, and overall behaviour of the end users while experiencing the ICT interdependencies.
In regard to the technical aspects and the ICT implementations, the feedback from the companies that
we have interviewed was mainly addressing the following:
• Concerning the strategies selected to prevent failure are redundancy (for organisations operating in the are
of security and/or emergency services), prevention (banks), and early warning (postal services and large
organisations);
• Very high constrains have been experienced (in relation to customers, national provisioning of services,
security and safety issues)
• Most of current systems adopted by such organisations do not support traceability of events
• Understanding of the ICT services implementation and service provisioning in most cases should be
improved: “…The ICT system is a black box in the house of the telecom operator!”
Overall 16 in-depth interviews have been with managers, decision makers and experts from the above
organisations. The landscape selected has been Italy (as all interviews have been realised in Italy and with
Italian organisations/companies).

7.3.3 Items investigated
We tried to understand better what use of ICT services and systems of the end users, their Critical
Infrastructure experience. In designing our study and especially the interview schedule we also expected to
obtain suggestions for improving the Motia methodology and concept. To collect such information a list of
issues was set up to understand in depth user needs and to inform about the project initial results. The list of
issues has been used to conduct the interviews with the participants and to design the so-called interview
schedule. Main objectives of the work have been set as follows:
• Performing an extensive study on the impact of Critical ICT Infrastructure in a number of different
applications (with particular focus on the domains envisioned in the project)
• Studying and evaluate the impact of Critical ICT Infrastructure use on the considered application domains
In addition, the work has been also performed by involving Italian experts to increase their awareness about
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the project results and activity and collect from them advices, suggestions and recommendations for the project
activity and future work.

7.4 Italian landscape: adoption of information and communication
technologies and services
Italy has made visible progress in recent years in communication infrastructure (e.g. mobile) and in some
sectors of eGovernment. It is, however, lagging behind in using and exploiting the full potential of the
Information Society. This is noticeable in the low use of the Internet among the population, although Italian
enterprises, despite their small size, have made remarkable progress in using ICT as a business tool. The public
administration provides online services, but interaction with citizens could still be improved.
Broadband population penetration is lower than the EU average, while DSL (Digital Subscriber Line)
coverage is somewhat above. Only 53 % of households have an Internet connection, but 74% of the connections
are broadband, which is a significant improvement compared to the previous year’s 66%. For enterprises, the
situation is much better: penetration is 84 %, above the EU average of 83%. In wireless broadband, Italy’s
performance is around the average for the EU. On the other hand, Italy has a well-established mobile market
with encouraging developments in mobile broadband. The percentage of frequent Internet users is close to the
European average while the percentages of low users or no users at all are relatively high. However, the number
of people online is gradually increasing. Concerning the take-up of Internet services, the most popular activities
are also the most common at EU level. For looking up information about education, training or courses, Italians
approach the European average. The use of eCommerce by individuals is still very low, although train eTicketing
is becoming quite widespread.
Overall, Italy remains an average performer on most eGovernment indicators. The availability of public
services for citizens and enterprises has been constant since 2007, at 58% for individuals and 88% for
enterprises. Take-up is relatively good for enterprises but quite low for citizens, set at around 17%. Italy has
embarked on a comprehensive and ambitious strategy of administrative reform, putting eGovernment at its
core. eGovernment is explicitly seen as a way to improve the efficiency and client-friendliness of government,
to strengthen coherence between all levels of govern and to develop shared services. In setting its strategies,
Italy has aligned with EU policy frameworks such as i2010. A typical feature of its eGovernment approach is
its decision to give eGovernment solid legal backing to ensure compliance. Italy is an active contributor to EU
projects and programmes in this area [39].
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ITEM

2006

2007

2008

2009

EU-27

Total DSL coverage (as % of total population)

89.0

94.0

95.3

96.0

94.0

DSL coverage in rural areas (as % of total population)

50.5

81.7

82.0

85.0

79.7

Broadband penetration (as % of population)

14.5

17.1

19.0

20.6

24.8

% of households with an Internet connection

40

43

47

53

65

% of households with a broadband connection

16

25

31

39

56

% of enterprises with a (fixed) broadband access

70

76

81

84

83

% of population using a mobile phone via UMTS (3G) to
access the Internet

2

3

3

4

4

% population who are regular Internet users (using the Internet
at least once a week)

31

34

37

42

60

% of population using eGovernment services

16

17

15

17

30

% of enterprises using eGovernment services

87

84

82

83

71

% population ordering goods or services for private use

9

10

11

12

37

eCommerce as % of total turnover of enterprises

2

2

NA

NA

13

% enterprises selling online

3

2

3

4

12

Using applications for integrating internal business processes
(all enterprises)

NA

NA

49

44

41

Using applications for integrating internal business processes
(large enterprises)

NA

NA

82

78

71

% of persons employed with ICT user skills.

18.9

19.4

18.9

17.9

18.4

% of persons employed with ICT specialist skills

2.9

2.8

2.9

3.1

3.2

Table 20: Outline on Italy’s indicators on ICT technologies adoption and usage and EU-27 average
[European Commission, 2010][41]. DSL stays for Digital Subscriber Line, it represents the most widespread broadband technology.

7.5 Results of the study
7.5.1 Characteristics of the target groups
The feedback collected during the interviews has allowed us to outline more precisely the characteristics,
needs and behaviour of the five target groups considered. In particular our findings were the following:
1. Public administration. First of all it is important to remind that this target group is characterised by a
heterogeneous use, needs and behaviour in regards to the ICT services and technologies. There is evidence
of different behaviour in particular considering the geographical belonging, the size and the type of
services provided by the considered administration. In general the awareness in regard to the Critical
Infrastructure topic is quite low, and lower than awareness in regard to the Security issues (that is somehow
a “keyword” more widespread than the CI one). Nevertheless there is a general and strong will to be
involved in IT adoption/improvement activities and policies, and on activities for improving Public
Administration services enabling also business continuity and overall improvement of the Quality of
Service. In most cases personnel of Italian Public Administration are still more focussed on the ICT
internal service rather than the external ones: this might be due to the very low pressure that the citizens
exert on local and national public bodies while asking for services. Finally municipalities involved in e79
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government are usually larger, carry out more in-house ICT activities and are more likely to have intranet
infrastructures than Public Administrations that do not offer front-office digitized services.
2. Service providers. In general the know-how is quite high, in particular in respect to the other target
groups and considering the limited amount of resources that these organisations can spend in training and
R&D activities. Many of these organisations have a relevant role in the Italian business; IT services
providers have also important relations/connections with the national and international telecom company
operating in Italy. In many case they play a fundamental role in bridging between other SMEs and other
major companies (see target group 4). Some of them are “new and innovative companies”, with flexible
organisational structures. Awareness of the ICT services and opportunities at international level is high
and there is usually a clear vision on the cost vs benefit issues in regard to ICT.
3. Civil security and emergency services. In all cases the organisations have relevant security constrains.
They play an important role not only at national level and frequently participate to several European and
Italian boards and funded projects. The ICT systems they own (or rent) are of good quality (although
heterogeneous and ad-hoc developed in most cases). They have a very high interest in web-based and
mobile based applications and personnel know-how is generally highly competent in technologies. There
is evidence of willingness to pay for morCommisse expensive services if needed. Awareness of Security
and Critical Infrastructure is relevant but has low impact on the decision making. Relation with the telecom
operator is usually quite satisfying.
4. Banks and large companies. This user groups experience quite high pressure from customers. This is
also due to the fact that in many case such organisations provide services that represent an important
backbone for the national economy. ICT networks for banks and large companies are of course one of
the most important assets and consequently the amount of investments is relevant. Due to the number of
different services provided, there is also a wide and heterogeneous ICT service provisioning for each of
these organisations. Finally for some of these companies it is true that despite the complex offer, the
variety of services provided (postal, commercial, banks,…), and the competitive market they need to face,
still many negative characteristic of the Italian public bodies are present. Finally it seems that for most of
these organisations the role played in IT boards regulation and policies it’s felt as a benefit.
5. SMEs (in particular operating in the e-business and e-commerce). SMEs role and presence in Italy is
highly relevant: they represent almost the 40% of the Italian economy. Nevertheless due to their “small
size” SMEs have a weak positional in the relation with the operators: in particular participants have
experiences about a lack of strength concerning the preparation of agreements, cost and services definition.
SMEs also experience high constrains from budget allocated to the ICT services they employ, that in
some cases can be low quality. These are the main barriers that are perceived by SMEs especially in
comparison with enterprises of large size. On the other side they share with large organisations a strong
push from the customers: in particular SMEs customers expect more than a “standard quality of service”
(that is somehow what is expected from a large organisation) and they generally look forward to SMEs
services being appealing, up-to-date, flexible and innovative.

7.5.2 Resilience matrix
Following examples provided in the literature, in regard to the analysis of the behaviour of CI end users
from a socio-technical point of view ([40] and [39]) we have evaluated the resilience response of the different
user groups encountered during the study. In particular for each of target groups above outlined different levels
of resilience capacity have been identified in the following matrix reported at Table 21 and considering three
main aspects of their behaviour in the case of a critical event happening to the ICT infrastructure: a) absorptive
capacity, b) adaptive capacity, c) restorative capacity as main component of the resilience. In this context, the
absorptive capacity represents the ability to recognize new outstanding conditions and apply measures to
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preserve performance. The adaptive capacity represents the ability to adopt prompt decisions to deal with novel
or contingent conditions. The restorative capacity represents the capability to recover the full functional state
upon dwelling conditions or undesired events. In particular the following findings have been collected thought
the end user feedback:
Resilience Matrix
End user

Absorptive capacity

Adaptive capacity

Restorative capacity

Public administration

L

L

M

Service providers (in particular IT
services providers)

M

H

M

Civil security and emergency
services

H

M

H

Banks and large companies

M

M

L/M

SMEs (in particular operating in
the e-business and e-commerce

M

H/M

H

Table 21: Qualitative Evaluation of Motia target groups capacities in relation to Resilience capacities (High, Medium, Low)

1. Public administration
• Absorptive capacity: low, as for most of the Italian administrations systems with the aim to avoid failures
and other critical events have not been extensively adopted by all bodies. In many cases systems to support
identification of and critical event management have not been fully designed yet.
• Adaptive capacity: low, due to the large size of the organisations considered, and the complexity of the
services to be provided adaptation is a very critical issue for public Italian administrations.
• Restorative capacity: item is strictly correlated to the kind of services that the public administration needs
to provide. Generally is medium/high, as in case of a critical event the local bodies might be provided
with additional resources to manage the situation; on the contrary in case of a service that has low impact
in the local body administration, financial resources available will be lesser and so the restorative capacity
might become lower as well.
2. Service providers (in particular IT services providers)
• Absorptive capacity: medium, as facilities and system features tend to be redundant, and thus lower the
impact of the critical event.
• Adaptive capacity: high, as the organisational flexibility and the high level of know how of these
organisations can improve the adaptation to critical events in particular considering a short/medium-term
timeframe.
• Restorative capacity: medium, as in addition to the redundancy guaranteed by facilities and systems,
these organisations have available personnel, professional and financial resources to be used in such cases.
3. Civil security and emergency services
• Absorptive capacity: facilities and system features tend to be redundant (as the quality of service need to
be very high). This strongly lowers the impact of the critical event. This is similar to what happens in the
case of service providers, although civil security and emergency services operators might have greater
financial resources available.
• Adaptive capacity: know-how of the personnel and high level of technologies adopted can guarantee a
good level of adaptive capacity. However in some cases legal constrains and rules that these organisation
need to follow both at national and EU level might lower this flexibility.
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• Restorative capacity: as for the service providers redundancy is guaranteed by facilities and systems, but
also very well supported by these organisations than can count on high level of personnel, professional
and resources.
4. Banks and large companies
• Absorptive capacity: these organisations have adopted a large and heterogeneous number of systems and
strategies to avoid failure and critical events, nevertheless the number of transactions and the kind of
services offered, can in few cases lower the this specific capacity.
• Adaptive capacity: similarly to the public administration this capacity might be low due to the large size of
the organisations considered and, as well as the complexity of the services to be provided. Nevertheless the
strong pressure from the customers and the market competition can increased this capacity to medium level.
• Restorative capacity: the time constrains (pressure from the customers and citizens) as well as the
complexity of the services to be provided, can lower the perception of the restorative capacity of these
organisation. Nevertheless in many cases the size of the business and the financial resources can improve
this capability.
5. SMEs (in particular operating in the e-business and e-commerce)
• Absorptive capacity: strong impact on the system might be experienced by these organisation due to the
limited number and quality of strategies and technologies put in place to prevent failures. This is basically
due to the limited amount of resource allocated to the purpose.
• Adaptive capacity: the small size of the organisation and its internal flexibility usually make the adaptation
capacity pretty high. Nevertheless the limited amount of resources available to the organisation might, in
some cases smooth this capability.
• Restorative capacity: the good collaboration established with the IT service providers is, in general,
adequate to guarantee a quick recovery and service reinstatement.

7.5.3 User group feedback
While performing the analysis of
the interview content, we have realised
a gathering of the user feedback
according to three main items, relevant
from the attitude and behavioural point
of view of each of the target group. The
three considered items, a) needs and
expectations, b) level of satisfaction, c)
awareness and know-how, have been
investigated in relation to the response
provided by the end users. A content
analysis has been achieved by
quantifying the response as negative or
positive according to a ‘min = 0, max
= 5’ scale. We finally found evidence
of the following issues summed up in
figure 27:
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Figure 27: Interview content analysis. The emerging most relevant needs and
expectation, satisfaction level and awareness and know-how in regard to the
Critical Infrastructure experience (per target group)
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7.5.4 Participant main barriers in the use of ICT infrastructures
The interview analysis revealed
that the users feedback was mainly
focussed on different areas, and in
particular the main barriers
identified by the participants for an
effective use of the Critical
Infrastructure were related to the
following items:
1) Technical aspects and ICT
implementation;
2) Provisioning of ICT services;
3) Regulatory and political
aspects;
4) Organizational issues.

Figure 28: The most relevant items and barriers in relation to Critical Infrastructure
end users experience (per target group)

1. In regard to the technical aspects and the ICT implementations, the feedback from the companies that
we have interviewed was mainly addressing the following issues:
a. Concerning the strategies to prevent failure: Redundancy (organisations operating in the area of security
and/or emergency services), prevention (banks), and early warning (postal services and large organsations).
b. Very high constrains (customers, national provisioning of services, security and safety)
c. System do not support traceability of events
d. “…The ICT system is a “black box” in the house of the telecom operator!”
e. Testing and verification are crucial and need to be repeated each time a change is implemented
f. Strong need of high level guidelines and methodology
2. Concerning the provisioning of ICT services the feedback from the companies that we have interviewed
was mainly outlining the following needs and expectations with respect to the relation with the operators:
a. Collaboration, exchange of information and more transparency
b. Need for improved and increase consultancy services (in particular during the maintenance phase of
the ICT infrastructure)
c. Telecom Operators are seen as “Critical Operators”
d. Customization and personalization of services
e. Availability in supporting during the testing and during the other crucial/critical activities
f. Disaster recovery is almost not fulfilled at all and needs to be addresses by the service providers
3. In regard to the regulatory and political aspects the feedback from the companies that we have
interviewed was mainly addressing the following needs and expectations:
a. Improvement of National and European legislations; need of clear directive at IT and EU level
b. Relation and lobbying at EU level
c. Each sector should have its own regulation
d. Specific regulation in regard to the operators and ICT providers obligations
4. In regard to the organizational issues the feedback from the companies that we have interviewed was
mainly addressing the following needs and expectations:
a. Lack of transparency and collaboration
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b. No clear information on the actual services provided
c. Low level knowledge of the “failure chain” and its evolution
d. Strong need of collaboration at all level of personnel
e. Finally… critical infrastructures are coupled with social and collaborative vulnerabilities
Gathering the feedback collected from a quantitative point of view (by assessing the response provided by
the participants with a value from 0=min to 5=max) for each of the target groups identified it is possible to
outline overall feedback
provided
during
the
interviews as reported in
Figure 28.
Considering the overall
population, in particular the
barriers (and consequently
the related needs) in regard to
regulatory/political aspects,
and the need for support
during
technical
ICT
implementation were the
items
more
frequently
reported as most relevant by
Figure 29: Interview content analysis. The emerging most relevant needs and expectation,
the participant. It is important
satisfaction level and awareness and know-how in regard to the Critical Infrastructure
to report that the barriers for
experience (per target group)
a optimal usability of ICT
infrastructures has been, in most cases, lowered perceived when having a flexible IT service providers bridging
between the telecom operator and the end users (see Figure 29).

7.6 General reaction to the project and Motia concept
From a high-level point of view our findings were very positive for the project and gave us trust as well as
suggestion for improvement on the work and on the project methodology. In particular for all the users
interviewed the following points have been reported:
• The topic and the objectives are clear
• High interest and expectations towards the project
• Availability in supporting and participating to the project (also in providing representation at EU level)
• Willingness to pay for more expensive services if needed was evidenced
• Security and Critical Infrastructure have enormous impact on the business development. This may represent
another reason for which Motia could have significant impact.
• Awareness of Security and Critical Infrastructure relevance is high but it does not significantly impact on
the actual decision making inside the organisations
Also some negative point emerged during the interview and in particular the users reported to us about the
lack of clarity in regard to:
• the methodology that Motia was willing to implement and the concrete results of the project
• potential impact on the “daily activities” of the end users.
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7.7 Dissemination
During the two years of the project development all progresses and results have been documented on a
website (www.motia.eu) that has been maintained to allow documents sharing among the project partners and
public deployment.
The site and the project activity have been constantly advertized to colleagues and sector experts at any
opportunity by all the project participants. Moreover the Motia project has provided endorsement to some
conferences such as Netonet2011, NetoNets201220 and http://sites.google.com/site/coinets2012/21.
The project Motia was not intended to perform original research, but to assess a methodology and to provide
best practices; nevertheless (apart from the reports on the different activities) the consortium has published the
following papers during the two years of work:
• E. Gregori, et al: “The impact of IXPs on the AS-level topology structure of the Internet”. Computer
Communications (2010).
• Enrico Gregori, Alessandro Improta, Luciano Lenzini, Lorenzo Rossi, Luca Sani BGP and Inter-AS
Economic Relationships 2011, 10th International IFIP TC 6 Networking Conference
• E. Gregori, L. Lenzini, S. Mainardi, C. Orsini FLIP-CPM: A Parallel Community Detection Method 2011,
26th International Symposium on Computer and Information Sciences (ISCIS 2011)
• E. Gregori, L. Lenzini, C. Orsini k-clique Communities in the Internet AS-level Topology Graph 2011,
The Third Annual Workshop on Simplifying Complex Networks for Practitioners (SIMPLEX 2011)
• E. Gregori, A. Improta, L. Rossi, L. Lenzini, L. Sani: “Inferring Geography from BGP raw Data”
INFOCOM NetSciCom 2012
• A. De Nicola, A. Tofani, G. Vicoli G., M.L. Villani “Modeling Collaboration for Crisis and Emergency
Management” COLLA 2011, Luxembourg June 19-24, 2011.
• A De Nicola, G. Vicoli, M.L. Villani et al. “Rule-based approach for modeling behaviour in crisis and
emergency scenarios” in Enterprise Interoperability V (Springer, 2012).
• E. Casalicchio, A. Paoletti, S. Tucci, “DeDALO: A Framework for Distributed Systems Dependencies
Discovery and Analysis”, proc. of 26th ISCIS, pp 265-269, 2011, E. Gelembe, R. Lent, G. Sakellari eds
• G. D’Agostino, A. Scala, G. Caldarelli, V. Zladic. “Robustness and assortativity for diffusion-like processes
in scale-free networks” Europhysics Letters 97 (2012) 68006
• G. D’Agostino, A. De Nicola, A. Di Pietro, G. Vicoli, M.L. Villani and V. Rosato, “A Domain Specific
Language for the Description and the Simulation of Systems of Interacting Systems, Advances in Complex
Systems”, Vol. 15, Suppl. No. 1 (2012)
As can be seen, the project has stimulated (and at least partly supported) several works spanning from the
analysis of the Internet to the conceptualization of complex ICT systems to more fundamental works on
complexity science. Other papers are submitted for publication. The support from the EU Commission “Home
Affairs general directorate” is acknowledged in all papers.
The final conference has also been an occasion to disseminate the results of the project. Some 70 people
have attended the event that also benefit of contribution from European experts of different fields: Kurt Lindqvist
from Euro-IX (the consortium of all XPS in Europe); Antonio Nugueras from Eurocontrol (the consortium of
all flight controller in Europe); Bart Gijsen from TNO (Netherlands Organisation for Applied Scientific
Research) a real expert of the DNS ans DNS-sec; and Piet Van Mieghen from the university of TUDELFT an
expert of complexity science applied to technological networks.
20 https://sites.google.com/site/netonets2011/ and http://sites.google.com/site/netonets2012/
21 http://sites.google.com/site/coinets2012/
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The conference has also hosted a final round table on the future of ICT infrastructures and the role of
interdependency. Suggestions from the round table have also influenced the resulting recommendations of the
project presented in Chapter 8.
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8 Conclusions and Recommendations
The Motia project has proposed a methodology to deal with the problem of interdependence in the ICT
sector. The majority of efforts have been devoted to understand the infrastructure at three basic levels: the
physical (and date link) level; the IP level (Internet) and the application level. The methodology allows to model
interdependencies among the different entities in the ICT sector and to provide quantitative estimates (metrics)
for them.
The Motia consortium does not claim to have solved the problem, but to have moved a step forward in the
proper direction. A lot of work is still needed and a strict cooperation of scientists, experts and decision makers
will be necessary to achieve effective applicable results. An interesting discussion on this point has been carried
on at the round table of the Motia final conference22.
Several publications have been produced during the project activity that will possibly influence the further
work of the scientific community in the field. Nevertheless the real success of the Motia project would be the
application of the methodology by some large company or political institution. To this purpose, a specific
exploitation activity has been performed and will continue beyond the end of the project.
The present section includes a series of recommendations addressed to the different actors in the ICT sector.
We have tried to extract simple statements that represent a synthesis of suggestion from several different sources:
End Users’ interviews, ISP’s perspective, Public Administration needs, and our own understanding of the
problems. The intention is not to be exhaustive, but to outline fundamental problems and best practices to deal
with them.

8.1 End-user perspective
Let us first start from the Enduser perspective. By Enduser in this context we are referring to the different
legal entities (Enterprises, Public Administrations, Critical infrastructure operators such as electric energy and
gas providers, etc) that employ ICT to perform their institutional or business activities. The following may be
useful hints:
Model your activity
Large Entities should devote significant efforts and allocate human resources to the modeling of their activity
(business, service deployment etc) by means of the Unified Model Language (UML) or other structured
languages. In several cases only natural language description of the activity are available in forms of internal
reports, legal agreements etc. This fundamental step may also foster continuous “business plans” or “activity
design”. Small and Medium Enterprises, as well as ancillary public institutions may also benefit of such a
conceptualization.
Analyze your system
Based on a formal modeling or not, it is extremely important to understand which activities are to be performed
by means of ICT services. In several cases this reduces to buy connectivity or e-services (e.g. web servers,
Naming services, e-mail, web application, typically provided through web services) from an ISP.
We recommend to carry on a dependence analysis to increase the awareness on which are the Entities the
performed activity depends on.
Generally speaking we also suggest to list all types of dependencies (such as on electric energy, water supply,

22 Information are available at motia web site http://www.motia.eu
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fuel supply etc) to integrate ICT dependencies in a wider general plan. In several cases loss of connectivity
of other communication services is due to power outages or other broader events that need appropriate
coordinated plans among different assets owners.
Building or Outsourcing your ICT needs
Depending on the criticality of the performed activity, large companies (such as Transmission System
Operators for electricity or gas) may build up, own and manage their ICT infrastructure. This type of business
management is usually inefficient and, as such, very expensive. Therefore in the majority of cases ICT services
are allotted. Even when the network is owned and managed by an ISP, it may remain “private” as the physical
components (routers, cables etc) may be exclusively allocated to the customer. In this case it is only the
management to be devolved. In other cases connectivity is bought regardless to the devices devoted to it.
Buying simple connectivity represents the most economical means, moreover it allows to benefit of the full
redundancies implemented by ISP.
When confidentiality represents the most critical parameter (as it is the case of bank networks) we
recommend to build up full proprietary networks or assemble a “private” network managed by the ISP;
when redundancy represents the most striking constraint, we recommend to buy connectivity, thus employing
the full redundancy capabilities of the ISP. Intermediate situation such as those related to the governance of
large infrastructures (electric or gas Transmission System Operators) may benefit of a hybrid configuration
where a “private” network represents the main communication means and in case of fault, alternative (non
exclusive) routes are activated.
Outsourcing ICT services
Outsourcing ICT services consists into signing one or more contracts to define the Service Level Agreements
(SLA) and the Operational Level Agreements (OLA). The first are meant to grant minimal level of
characteristics such as the Mean Time to repair or the allocated bandwidth capacity of the physical
connection. The second is required to define the interdependent relationships between the internal staff and
the supporting group of the service provider. In order to grant a desired QoS, specific Performance Indices
should be defined to allow monitoring of the service and its adequacy to real needs. We do recommend to
develop (and share with the provider) such specific Performance Indices also to quantify possible loss upon
undesired malfunctioning.
Generally speaking, SLA and OLA negotiates involve management from the business department, we
recommend to include security experts at any stage of the negotiation. Large companies tend to separate the
security issues (and related departments) from the commercial ones and, as a matter of fact, this implies a
contraction of the budget allocated to the security. In this respect, a cost benefit analysis should be the
elective means to provide the correct balance between the budget allocated to the security and the consequent
savings. This implies a deep Risk Analysis that is presently far to be achieved by any company or public
institution. The problem mostly relates to the estimate of the probability of undesired events. There are
basically three groups of events to be dealt with: human and cyber faults; natural hazards; and deliberate
attacks. The probability of fault (whichever the origin) can be estimated and kept under control by reasonable
measures. The natural hazards have been widely investigated during last decades and a lot of improvement
have been achieved; nevertheless we are far to provide reliable estimates of the probabilities of occurrence
due to intrinsic stochastic limits. Finally deliberate attacks are very difficult to predict and it is not even
clear if it make sense to define a probability for those events to take place. For all the former reasons
enterprises usually define the budget allocated to security issues on heuristic basis (opinion of experts).
Regardless of the budget allocated, security issues (and consequently their experts) should be involved in
the SLA definition when buying connectivity or other ICT services.
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Sharing liability
One of the most relevant problems reported by the banks concerns the liability. The banks are the only
responsible for transaction or other operations, but they depend on the quality of connection provided by ISP.
The main consequences of such configuration are on liability that (apart from explicit legal agreements that
are hardly accepted by the ISP) does not transfer to the ISP and possible economical refunds foreseen by
the contracts never approach the economical loss due to the failure of ICT services.
Buying Web-applications (when it suffice)
To support their business and to conduct ordinary company activities, SME or small public organizations
typically buy web applications from service provider. In this case, customers are suggested to employ
standard specifications [42]; this allows an abstract model representation. Having a Service Level
Agreement (SLA) formalized in a machine-readable form may simplify the negotiation between the parties
as well as the monitoring and management of the activities to ensure SLA compliance, throughout all the
duration of the service provisioning. A complete implementation of this specification in Java, WSAG4J
[43], exists and is available for download. Generally, the SLA Management Handbook series [44] is a
handbook to assist two parties in developing a Service Level Agreement (SLA), providing the “Key
Perfomance Indices” important to deal with, and the relationships among them.
Fictitious Redundancies and indirect dependencies
Depending on the vitality of the service or activity performed, when selecting an ISP a special attention
should be devoted to the ownership of the physical assets and generally speaking to all indirect
dependencies. As a typical example, enterprises tend to resort to wireless connection as a redundant means
to assess the network, thus believing to increase their resilience. It is worth stressing that wireless
communications do rely on their (optical cabled) backbones and, to provide a redundancy, such backbones
should be completely independent.
Hidden dependencies
Due to antitrust laws enforced during last decades, several providers gained parts of the marked by using
the “last mile” of the incumbent (previously monopolistic) provider. Among other dependence this is one
of the most subtle as it represents the only way to access the net. A fault, a strike, an economical crisis in
the former monopolists could result in a consequent deny of service even when the ISP formally providing
the service is in perfect health. When selecting the ISP the ownership of the asset should be an element to
take into account and the indirect dependence on the asset owner should be a fact to be aware of.

8.2 Recommendations to the ISP and asset owners
Resilience approach
The preparation cycle covers several different phases: Business Continuity, early warning, fast restoration,
crisis management, contingency plans, restoration plans, maintenance, continuous business modeling
represent different moments of a constant security activity. The normal activity performed by CERT’s,
Antivirus Companies, Operative Systems developers, Software developers in general and system
administrator, represents a very important part of the infrastructure protection that should always be enforced
and possibly improved (security, privacy, performance by design need to be stimulated). However, since
there is no means to prevent against intrusions or other forms of malicious attacks, a lot of efforts should be
devoted to measures to be enforced after undesired event or dwelling conditions take place. In other words
while spending efforts to reduce fault to their minimum rate, several more efforts should be devoted to
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activate foreseen or contingent measures. This is basically the concept of “resilience perspective”, that
represents the modern approach to the problem. The EP3R project of the European community represents
the most important and effective means to foster the activity and to increase the awareness among experts.
Analysis of traffic and related business
In order to plan future developing and novel business models, ISP’s and operators should always have a
clean vision of their dependencies on other providers, both allies and competitors. The easiest means to
quantify such dependencies is to keep strict count of the flows to and from the other ISP’s. Improved analysis
may be achieved by inspecting also network traffic characteristics.
The knowledge of partners’ physical connections and flow capacities allows also to plan possible alternative
routes upon faults. In principle the complete knowledge of all physical connections (together with their flow
capacities) could foster routing optimization out of the own infrastructure. The recommendation is to extend
the knowledge and planning as far as possible.
In deep knowledge of traffic characteristics, such as bandwidth consumed by a specific service or the normal
volume of traffic can also help to identify abnormal behaviors (anomalies recognition) thus fostering possible
early warnings.
Shared Contingency Plans
Asset owners should envisage shared plans to deal with large area malfunctions. This requires three basic
steps: defining a minimum level of shared knowledge on the infrastructures; building up a real time operative
inter-operators team to plan, assess and device shared intervention plans; assess procedures to summon interoperators emergency task force. The planning team should also benefit of public authority contribution to
represent human needs and their priorities.
Pipes recognition
The cable laying represents one of the most expensive steps for any ICT service deployment. Each asset
owner should have the complete knowledge of the geographic positioning of all physical infrastructures and
especially a complete updated map of depot cables, pipes and their capacity to host eventual further cables.
Intelligent vs common devices
Most of the devices employed to convey information at data-link level are programmed to perform their
activity by means of read-only firmwares. This may represent a limitation, but prevents against malware
propagation on that devices. More precisely all malware transit through the physical devices (at data link
level) but they cannot install their parasitic codes on those devices and hence they cannot employ them for
epidemic spreading. Modern devices are getting more and more intelligent (endowed with a processor unit);
this will possibly enhance routing and authentication capabilities while providing novel vulnerability to the
whole system. Stuxnet virus inspected the new capabilities of Programmable Logical Controllers (PLC)
remote configuration to enforce its attack. Old fashion PLC, with separate channels and human assisted
maintenance, would have been more rubust to such type of attacks.
We recommend to enhance the level of awareness of the consequences of the adoption of the new smart
devices to provide a constant inspection of the new vulnerabilities introduced and to possibly prevent against
introduction of unnecessary intelligent devices.
Redundant access
Several private customers as well as the majority of the PoP of the enterprises are connected to the network
through a single connection. This implies that a single fault in the former connection results into the loss of
access to the Internet. The cable laying is presently very expensive and therefore new ISP’s entering in the
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market prefer to lease “last mile” from the incumbent operators, thus keeping the access the weakest link of
the service they provide. Moreover most of the connections are sustained by copper cables (as they derive
from former telephone lines) that are more expensive, less resistant to corrosion and of lower bandwidth
capacity with respect to the optical fiber.
In order to provide access redundancy and improve the global performance we suggest the larger ISP to
depot their own cables to enforce the Fiber To The Home (FTTH) configuration. Since the cable laying is
extremely expensive, the State Members, the territorial (regional and city) authorities and eventually the
European Community should support such process.

8.3 A recommendation to Public Administrations
Any territorial authority should build up a register of pipelines. This may represent a source of information
for possible attackers, but it will prevent several undesired accident resulting in truncation of significant
connection lines. Moreover, in the long run, pipes should be redundant and physically protected and excavation
for cable laying should be controlled by authorities. These recommendations fulfill needs of real (last mile)
redundancy and will allow reduction of discomfort due to repeated cable depositions by the different concurrent
companies.

8.4 General Recommendations
When security represents a primary concern, we recommend to design your system as simple as possible,
and to eliminate unnecessary complexity. Due to the proliferation of new very powerful and friendly software,
one may be tempted to employ the most sophisticate ones even when they are not strictly necessary. For critical
end users, a general rule is to use “ad hoc” software solutions built using the state of the art methodologies in
critical systems software design and, of course, security by intrinsic design principles.
In very specific cases when the control of critical infrastructures is involved, the former principle, may lead
to implement the service at IP level without resorting to http (https) or other higher level protocols. More
importantly several architectures rely on other services deployed on the net. Each service your architecture
depends on is a potential source of faults and reduces its global resilience.
Please note that this recommendation does not refer to coarse activities of SME or to private business
activities deployed on the net. For those activities commercial tools provide an adequate balance of security,
usability and friendliness.
Private or public DNS
Some times companies or public entities prefer to build up a complete autonomous hierarchy of DNS to
allow name resolution. This is usually performed to provide a clearcut liability chain not involving the zone
register authorities (this is the case of the Italian SPC (System for Public Connectivity -see Motia Deliverable
4 for details). This architecture choice turns dependence on public DNS to dependence on the private one. The
Italian SPC is a very special case in which the national laws forced the configuration, in all other cases, we
recommend to employ public DNS that is very robust. It is extremely expensive (or even impossible) to achieve
the same level of reliability and security by means of private devices and organization.
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10 Glossary
Accessibility is a broad term used to describe the capability of a system or a service to be available to as
many user as possible.
ADM add-Drop Multiplexer.
ADSL Asymmetric digital subscriber line.
Adversity is an unplanned event or condition that challenges the system possibly (or potentially) disrupting
the normal operation.
APS Application Service Provider.
Attack Intentional execution of a threat by an intelligent adversary.
Authentication the process to recognize or confirm an attribute of an entity; typically confirming the
identity of a person or the genuinity of a software.
Authorization is the act to allow access to a system or a resource or to specify limits.
Autonomic is an adjective referring to a system or a component capable of self-management without human
intervention.
Availability is the Probability of a full operable system (or component) of being operable after some time t.
Backbone indicates the main set of components (data centers and cable connection) employed by a ISP to
provide its services.
Bot is a computer infected by a malware.
Botnet is a coherent set of bots infected by the same malware.
Carrier refers to a public of private entity owning the communication physical infrastructure and offering
telecommunication and transport services.
CDG Component Dependence Graph.
CDM Component Dependence Matrix.
Confidentiality is a property of information unavailable or disclosed to unauthorized individuals, entities
or cyber processes.
CPE Customer Premise Equipment.
Data integrity: Condition existing when data is unchanged from its source and has not been accidentally
or maliciously modified, altered, or destroyed.
DDA Discovery Dependence Algorithm.
DPA Dynamic Program Analysis.
DoS denial-of-service.
DDoS distributed denial-of-service.
DdoS attack: is an attack coming from a wide group of machines aimed at a DoS.
Dependability is a (set of) numerical index measuring the reliability of a system or a component as a
consequence of its characteristics of integrity, truthfulness, and trustfulness. It represents a parameter to evaluate
the quality of dependence. The dependability may be further qualified by Attributes: Availability-promptness
to provide the correct service; Reliability – capability to provide continuity of correct service. A typical
reliability index is represented by the mean time to a failure.
Dependence represents the condition for which a system (or a component) is required for the functioning
of another system (or component).
Disruption Tolerance is he ability of a system (or subsystem) to tolerate disruptions in connectivity
amongits components.
DNS Domain Name System is a hierarchical distributed naming system for the Internet or a private
networkthat translates domain names into ip numerical addresses.
DSL Digital subscriber Line.
Ethernet is the commonest standard to build up local area networks.
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Function of a system (or component) is the scope it is designed or employed for.
Failure is an event for which a system (or a component) does not provide the service it was designed
for.Fault is a condition (defect) of a system (or a component) design inducing malfunctioning. Operational
faultis a fault due to inappropriate way to operate a system (or component).
Fault-tolerance is the property that allows a system to continue functioning upon the failure of one or
moreof its components.
Fault-prevention: capability to design fault free systems or components.
Fault-Removal: the action amend a system (or component) design or real time behavior to eliminate a flaw.
FTTB (Fiber to the Building).
FTTH (Fiber to the Home).
FTTO (Fiber to the Office).
Gateway is a node of a network equipped for interfacing with another network possibly employing
differentcommunication protocols.
Inoperability is the opposite of operability that is the loss of capability to provide a service.
Integrity – absence or marginal presence of system (or component) alteration and the service it provides.
Internet is the name to refer to the world wide computer network providing information and
communicationfacilities.
Intranet is the internal network of an enterprise or public administration based on Internet technology.
IP (Internet Protocol).
LDAP Lightweight Directory Access Protocol is an application protocol for accessing and
maintainingdistributed information services over an IP network. It is especially employed to allow
authentication.
Maintainability – the extent of capability for a system or component to undergo modifications and repairs.
Metro Ethernet is a general term used to describe an Ethernet technology network in a metropolitan area
MTBF (Mean Time Between Failures) Expected value of the time between failures, including the time to repair.
MTBF = MTTF + MTTR.
MTTF (Mean Time to Failure) Expected value of the failure density function.
MTTR (Mean Time to Repair) Expected value of the repair time density function.
MXS Message Exchange Sequence.
Operability: is and index representing the percentage of the service that a system (or a component) is able
to provide. Full operability is represented by an unitary value, whereas an out of order system (or component)
has assigned a null oparability value.
OPA Operational-level agreement is a contract or a part of it where the interdependent relationships
betweenthe internal staff of an entity and the supporting group of a service provider are formally defined
andquantified.
OTH Optical Transport Hierarchy.
Outage is an event when a system is not capable to provide its service. By extension it also represents
theperiod of time during which the system does not provide the service.
NTA Network Traffic Analysis.
Packet switching is a networking communications technique that allows digital data delivering regardless
of their type of structural organization. Data are decomposed into predefined standard blocks named “packets”
that are possibly gathered and transmitted in the net.
PoP: Point of Presence is an access point to the Internet typically referred to an Autonomous System.
Prevention: Capability to forecast undesired events and to design appropriate measures to mitigate or get
ridof it.
Quality of Service (QoS) is an index measuring to what extent a service satisfy the expected requirements.
Recovery is the set of (forecast or real time) operations required to obtain proper functioning upon errors.
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Restoration it the set of actions to be implemented to bring the system to its normal functioning state after
an undesired event.
Resilience is the the ability of a system (or component) to withstand and recover from undesired or
unplanned events by applying suitable measures.
Resistence is a measure of the intensity of attacks, failures or accidents a system (or component) is capable
to sustain continuing to provide its service.
Router is a physical device devoted to the routing activity.
Routing is a broad term referring to the process of selecting paths in a network along which to deliver a
commodity. Routing is required for any type o delivering including real transportation of goods and people. In
the ICT sector several different services employ different routing techniques and strategies and the routing is
attributed specific names: the routing for the telephone network is often named “Circuit switching”; the Internet
(or other data exchange networks) employ ip-routing (or simply routing), and for transportation networks one
talk of “traffic routing” properly. Nevertheless most of the terms are usually employed assynonyms.
Safety - absence or a low level of risk for injuries on the user(s) and the environment.
Security is the degree of protection against danger, damage, loss, hazards and deliberate attacks.
SDH Synchronous Digital hierarchy.
SOA service oriented application.
SOAP Simple Object Access Protocol, is a protocol suite for exchanging structured data, typically to
implement Web Services in computer networks.
SLA service-level agreement is a contract (or a part of it) where the service to be provided is formallydefined
and quantified.
SRM System Repository Mining
SSL Secure Sockets Layer is a cryptographic protocol that provides communication security over the
Internet.
Survivability is the capability of a system (or a component) to provide the service it is devised for
uponattacks, failures or accidents.
Switch is a computer networking device that connects network segments or network devices. The term
commonly refers to a multi-port network bridge that processes and routes data at the data link layer.
TLS Transport Layer Security is a cryptographic protocol that provides communication security over the
Internet. It employes key exchange, symmetric encryption for privacy, and message authentication codes
toprovide authentication and data integrity.
Threat is a foreseen undesired event (deliberate attacks, stochastic faults or natural hazard) that may inducea
malfunction of the system (or component).
UDDI Universal Description, Discovery and Integration is a web-based distributed directory that
enablesactors on the net to discover each other.
Usability is index to measure how easy is to employ a system or a software by the end user.
VMA Visual Model Analysis.
VPN (Virtual Private Network)
Vulnerability of a system (or a component) is a weakness in its design or operation that allows
malfunctioning upon undesired events: deliberate attacks, stochastic faults or natural hazards.
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